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Chapter 1. Intr oduction
Welcometo Netizen’s CGI Programming in Perl trainingcourse.This is aone-day
coursein whichyouwill learnhow to write dynamic,interactivewebapplications
usingthePerlprogramminglanguage.

1.1. Cour se outline

• Whatis CGI?(60minutes)

• Generatingwebpageswith aPerlscript(45 minutes)

• Practicalexercises(45 minutes)

• Acceptingandprocessingform inputwith theCGI module(60 minutes)

• Lunch break

• Practicalexamples(60 minutes)

• Securityissues(45minutes)

• OtherrelatedfeaturesandPerlmodules(60+minutes)

1.2. Assumed kno wledg e
It is assumedthatyouknow andunderstandthefollowing topics:

• Unix - loggingin, creatingandeditingfiles

• Perl- variabletypes,operatorsandfunctions,conditionalconstructs,subroutines,
basicregularexpressions
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Chapter 1. Introduction

• BasicHTML - paragraphs,headings,orderedandunorderedlists,anchortags,
images,etc.

If youneedhelpwith editingfilesunderUnix, acheat-sheetis availablein AppendixA
andaneditorcommandsummaryin AppendixB.

TheUnix operatingsystemcommandsyouwill needarementionedandexplainedvery
briefly throughoutthecourse- pleasefeel freeto askif youneedmorehelp.The
requiredPerlknowledgewascoveredin Netizen’s "Introductionto Perl" course,which
many of youwill haveattendedrecently. Lastly, anHTML cheat-sheetis providedin
AppendixD for thosewho needreminding.

1.3. Module objectives

• Understandthemeaningof CGI andtheHypertext TransferProtocol

• Know how to generatesimplewebpagesusingPerl

• Understandhow to acceptandprocessdatafrom webformsusingtheCGI module

• Understandsecurityissuespertainingto CGI programmingandhow to avoid
securityproblems

• Recogniseanduseanumberof Perlmodulesfor purposesrelatedto CGI
programming

1.4. Platf orm and version details
Thismoduleis taughtusingUnix or aUnix-likeoperatingsystem.Most of whatis
learntwill work equallywell on WindowsNT or otheroperatingsystems;your
instructorwill inform you throughoutthecourseof any areaswhichdiffer.

All Netizen’s PerltrainingcoursesusePerl5, themostrecentmajorreleaseof thePerl
language.Perl5 differssignficantlyfrom previousversionsof Perl,soyou will needa
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Chapter 1. Introduction

Perl5 interpreterto usewhatyouhave learnt.However, olderPerlprogramsshould
work fineunderPerl5.

Thewebserverusedfor examplesin this moduleis Apache(http://www.apache.org).
Wehavechosenthiswebserver for examplesasit is freely available,widely used,and
very fastandfull-featured.

1.5. The cour se notes
Thesecoursenotescontainmaterialwhichwill guideyou throughthetopicslisted
above,aswell asappendicescontainingotherusefulinformation.

Thefollowing typographicconventionsareusedin thesenotes:

Systemcommandsappearin this typeface

Literal text whichyoushouldtypein to thecommandline or editorappearsas
monospaced font .

Keystrokeswhich youshouldtypeappearlike this: ENTER. Combinationsof keys
appearlike this: CTRL-D

Program listings and other literal listings of what ap-
pears on the
screen appear in a monospaced font like this.

Partsof commandsor otherliteral text which shouldbereplacedby yourown specific
valuesappearslike this

Notes and tips appear offset from the text like this.
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Chapter 1. Introduction

Noteswhicharemarked"Advanced"arefor thosewhoareracingaheador whoalready
havesomeknowledgeof thetopicat hand.Theinformationcontainedin thesenotesis
notessentialto yourunderstandingof thetopic,but maybeof interestto thosewho
wantto extendtheir knowledge.

Notesmarkedwith "Readme"arepointersto moreinformationwhichcanbefoundin
your textbookor in onlinedocumentationsuchasmanualpagesor websites.

1.6. Other materials
In additionto thesenotes,youshouldhaveacopy of therequiredtext bookfor this
course:ProgrammingPerl(2nded.)by Schwartz,Wall, andChristiansen(publishedby
O’Reilly andAssociates)-- morecommonlyreferredto as"the Camelbook".The
Camelbookwill beusedthroughouttheday, andwill bea valuablereferenceto take
homeandkeepnext to yourcomputer.

Lastly, youwill havebeengivenanametagwith your nameandcompany on thefront,
andausernameandpasswordon theback.
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Chapter 2. What is CGI?

2.1. In this chapter ...
In this sectionwewill definethetermCGI andlearnhow webserversuseCGI to
providedynamicandinteractivematerial.WeexploretheHypertext TransferProtocol
asit appliesto bothstaticandCGI-generatedcontent,andexamineraw HTTP requests
andresponsesby telnettingto awebserver.

2.2. Definition of CGI
CGI is theCommonGateway Interface,astandardfor programsto interfacewith
informationserverssuchasHTTP(web)servers.CGI allows theHTTPserver to runan
executableprogramor scriptin responseto auserrequest,andgenerateoutputon the
fly. Thisallowswebdevelopersto createdynamicandinteractivewebpages.

CGI programscanbewritten in any language.Perl is averycommonlanguagefor CGI
programmingasit is largely platformindependentandthelanguage’s featuresmake it
veryeasyto write powerful applications.However, someCGI programsarewritten in
C, shellscript,or otherlanguages.

It is importantto rememberthatCGI is nota languagein itself. CGI is merelya typeof
programwhichcanbewritten in any language.

2.3. Intr oduction to HTTP
To understandhow CGI works,youneedsomeunderstandingof how HTTP works.

HTTP standsfor HyperText TransferProtocol,and(not verysurprisingly)is the
protocolusedfor transferringhypertext documentssuchasHTML pageson theWorld
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Chapter 2. What is CGI?

Wide Web.

For thepurposesof this course,wewill only belooking at HTTP version1.0.The
currentversion,1.1,is specifiedin RFC2068andcontainsmany morefeatures,but
noneof themarenecessaryfor abasicunderstandingof CGI programming.An HTTP
cheat-sheet,containingsomecommonterminologyanda tableof statuscodes,appears
in AppendixE.

RFCs,or "RequestFor Comment"documents,canbeobtainedfrom theInternet
EngineeringTaskForce(IETF) website(http://www.ietf.org/) or from mirrorssuchas
theRFCmirror atMonashUniversity(ftp://ftp.monash.edu.au/pub/rfc/).

A simpleHTTP transaction,suchasa requestfor astaticHTML page,worksas
follows:

1. TheusertypesaURL into hisor herbrowser, or specifiesawebaddressby some
othermeanssuchasclicking on a link, choosingabookmark,etc

2. Theuseragentconnectsto port80 of theHTTP server

3. Theuseragentsendsa requestsuchasGET /index.html

4. Theuseragentmayalsosendotherheaders

5. TheHTTP server receivestherequestandfindstherequestedfile in its filesystem

6. TheHTTP serversendsbacksomeHTTP headers,followedby thecontentsof the
requestedfile

7. TheHTTP serverclosestheconnection

Whenauserrequestsa CGI program,however, theprocesschangesslightly:

1. Theuseragentsendsa requestasabove

2. TheHTTP server receivestherequestasabove

3. TheHTTP serverfindstherequestedCGI programin its file system

4. TheHTTP serverexecutestheprogram

5. Theprogramproducesoutput
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Chapter 2. What is CGI?

6. TheoutputincludesHTTP headers

7. TheHTTP serversendsbacktheoutputof theprogram

8. TheHTTP serverclosestheconnection

2.3.1. Terminology

authentication

Theprocessby whichaclient sendsusernameandpassword informationto the
server, in anattemptto becomeauthorizedto view a restrictedresource.

client

An applicationprogramthatestablishesconnectionsfor thepurposeof sending
requests.

Content-type

Themediatypeof thebodyof theresponse,asgivenin theContent-type:

header. Examplesincludetext/html , text/plain , image/gif , etc.

method

Indicateswhattheservershoulddowith a resource.Casesensitive.Valid methods
include:GET, HEAD, POST

request

An HTTP requestmessagesentby aclient to aserver

resource

A network dataobjector servicewhichcanbeidentifiedby aURI.

response

An HTTP responsemessagesentby aserver to aclient
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Chapter 2. What is CGI?

server

An applicationprogramthatacceptsconnectionsin orderto servicerequestsby
sendingbackresponses.

statuscode

A 3-digit integerindicatingtheresultof theserver’sattemptto understandand
satisfytherequest.A tableof statuscodesandtheir meaningsappearsbelow.

Uniform ResourceIdentifier(URI)

URIsareformattedstringswhich identify - via name,location,or any other
characteristic- anetwork resource.

Uniform ResourceLocator(URL)

A webaddress.May beexpressedabsolutely(eg
http://www.example.com/service s/ind ex.ht ml ) or in relationto abase
URI (eg ../index.html ) SeealsoURI.

useragent

Theclient which initiatesa request.Theseareoftenbrowsers,editors,spiders
(web-traversingrobots)or otherend-usertools.

2.3.2. HTTP status codes

Table 2-1. HTTP status codes

Code Meaning

200 OK

201 Created

202 Accepted

204 No Content
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Code Meaning

301 MovedPermanently

302 MovedTemporarily

304 Not Modified

400 BadRequest

401 Unauthorized

403 Forbidden

404 Not Found

500 InternalServerError

501 Not Implemented

502 BadGateway

503 ServiceUnavailable

2.3.3. HTTP Methods

2.3.3.1. GET

TheGET methodmeansretrievewhatever informationis identifiedby therequestURI.
If therequestURI refersto adata-producingprocess(eg aCGI program),it is the
produceddatawhich is returned,andnot thesourcetext of theprocess.

2.3.3.2. HEAD

TheHEAD methodis identicalto GET exceptthattheserverwill only returnthe
headers,not thebodyof theresource.Themeta-informationcontainedin theHTTP
headersin responseto aHEAD requestshouldbeidenticalto theinformationsentin
responseto aGET request.Thismethodcanbeusedto obtainmeta-informationabout
theresourcewithout transferringthebodyitself.
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2.3.3.3. POST

ThePOSTmethodis usedto requestthattheserverusetheinformationencodedin the
requestURI anduseit to modify a resourcesuchas:

• Annotationof anexisting resource

• Postingamessageto abulletin board,newsgroup,mailing list, or similar groupof
articles

• Providing data{suchastheresultof submittinga form} to a data-handlingprocess

• Updatingadatabase

2.3.4. Exercises
TheHTTP request/responseprocessis usuallytransparentto theuser. To seewhat’s
goingon, let’sconnectdirectly to thewebserverandseewhathappens.

Login to thesystemasfor theIntroductionto Perlcourse:

1. Openthetelnetprogram,TeraTerm

2. Connectto thetrainingserver (your instructorwill giveyou thehostnameor IP
number)

3. Login usingtheusernameandpassword youweregiven

4. FromtheUnix commandline, typetelnet localhost 80 -- thisconnectsto port 80
of theserver, wheretheHTTP daemon(akathewebserver) is listening.You
shouldseesomethinglike this:

training:~> telnet localhost 80
Trying 1.2.3.4
Connected to training.netizen.com.au.
Escape character is ’^]’.
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5. Ask thewebserver for a staticdocumentby typing: GET /index.html

HTTP/1.0 thenpressentertwice to sendtherequest.Notethatthis commandis
case sensitive.

6. Look at theresponsethatcomesback.Do youseetheheaders?They shouldlook
somethinglike this:

HTTP/1.1 200 OK
Date: Tue, 28 Mar 2000 02:42:37 GMT
Server: Apache/1.3.6 (Unix)
Connection: close
Content-Type: text/html

Thiswill befollowedby ablankline, thenthecontentof thefile you askedfor.
Thenyou will see"Connectionclosedby foreignhost",indicatingthattheHTTP
serverhasclosedtheconnection.

If you miss seeing the headers because the body is too long, try
using the HEADmethod instead of GET.

7. Telnetto port 80againandaskthewebserver for a CGI script’soutputby typing
GET /cgi-bin/localtime.cgi HTTP/1.0

8. Now let’sgetsomestatuscodesotherthan200 OKfrom thewebserver:

• GET /not_here.html HTTP/1.0 (afile which doesn’t exist)

• GET /unreadable.html HTTP/1.0 (a file with thepermissionssetwrong)

• GET /protected.html HTTP/1.0 (a file protectedby HTTP authentication-
wecover this lateron today)
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• GET /redirected.html HTTP/1.0 (a file which is redirectedto adifferent
URL)

• ENCRYPT/index.html HTTP/1.0 (a methodwhich isn’t known to our
server)

2.4. What is needed to run CGI programs?
Thereareseveralthingsyouneedin orderto createandrun PerlCGI programs.

• awebserver

• webserverconfigurationwhichgivesyou permissionto run CGI

• aPerlinterpreter

• appropriatePerlmodules,suchasCGI.pm

• ashellaccountis extremelyusefulbut notessential

Most of theaboverequirementswill needyour systemadministratoror ISPto setthem
up for you.Somewill bewaryof allowing usersto run CGI programs,andmayrequire
you to obey certainsecurityregulationsor payextra for theprivilege.Themost
commonsecurityrequirementis thatCGI programsmustrunundercgiwrap.This is
discussedlater, in thesectionon security.

2.5. Chapter summar y

• CGI standsfor CommonGateway Interface
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Chapter 2. What is CGI?

• HTTP standsfor Hypertext TransferProtocol.This is theprotocolusedfor
transferringdocumentsandotherfilesvia theWorld Wide Web.

• HTTP clients(webbrowsers)sendrequeststo HTTP (web)servers,which are
answeredwith HTTP responses

• Therequest/responsecanbeexaminedby telnettingto theappropriateportof aweb
serverandtyping in requestsby hand.
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Chapter 3. Generating web pages with
Perl

3.1. In this chapter ...
In this section,wewill createasimple"Hello world" CGI programandrun it, then
extenduponthatto integratepartsof Perltaughtin previousmodules.Alternative
quotingmechanismsarebriefly covered,andwealsodiscussdebuggingtechniquesfor
CGI programs.

3.2. Your pub lic_html director y
Thetrainingserverhasbeensetup sothateachuserhastheir own webspace
underneaththeirhomedirectory. All fileswhichwill beaccessiblevia thewebshould
beplacedin thedirectorynamedpublic_html . This is commonfor mostpersonal
homepages.

Thedirectory~username/public_html on theUnix file systemmapsto theURL
http://hostname/~username/ via theweb. Soif your login nameis train03 and
you areusingtheNetizentrainingserverat training.netizen.com.au , youcan
accessyourwebpagesat http://training.netizen.com.au/ ~trai n03 . Of
course,youwill needto replaceboththehostnameandusernameto matchyour
specificsetup.

3.3. The CGI director y
CGI scriptsareusuallykeptin aseparatedirectoryfrom plain HTML files.This
directoryis mostcommonlycalledcgi-bin (the"bin" standsfor "binary" but really
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Chapter 3. Generating web pages with Perl

just means"executablefiles", whethercompiledbinariesor interpretedscriptssuchas
Perlprograms).Thewebserver is usuallysetup sothatyou only havepermissionto
run CGI programsfrom thecgi-bin directory, for securityreasons.

1. Changeto your public_html directory

2. If you type ls to getadirectorylisting, youwill seethatyou haveseveralHTML
fileshere,aswell asa cgi-bin directory.

3. Changeto your cgi-bin directoryandtypels, andyouwill seethattheexample
scriptsfor this coursearealreadyinstalledhere.

If youweresettingthis up for yourself,youwouldneedto besureof thefollowing:

1. Thatyour homedirectoryis world executable

2. Thatyour public_html directoryis world executable

3. Thatall yourHTML filesareworld readable

4. Thatyour cgi-bin directoryis world executable- notethatit is not compulsory
to havea cgi-bin directory- someserverconfigurationsallow you to executea
CGI scriptfrom any directory.

5. Thatall yourCGI scriptsareworld readableandexecutable

3.4. The HTTP header s
EveryCGI scriptmustoutputanHTTP headergiving aMIME contenttype,suchas
Content-type: text/html , with a blankline afterit:

print "Content-type: text/html\n\n";

Putthis at thetop of everyCGI script,asthefirst thing that’sprinted.
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If youroutputis of anotherMIME type,youshouldprint out theappropriate
Content-type: header- for instance,a CGI programwhich outputsa randomGIF
imagewoulduseContent-type: image/gif

3.5. HTML output
Any otheroutputof yourscriptwill besentbackto thewebbrowserjustasyouspecify.
Sincewe’reoutputtingcontentof thetype text/html weshouldmakeour scripts
outputHTML:

print "<h1>Hello, world!</h1>\n";

Theaboveexampleis alreadyin your cgi-bin directoryashello.cgi .

3.6. Running and debugging CGI programs
Whenwriting CGI programs,therearemany problemswhich mayaffect their
execution.Sincethesewill notalwaysbeeasilyunderstoodby examiningtheweb
browseroutput,thereareotherwaysto checkhow yourprogramis running:

1. First,checkthatyourprogramrunsby runningit from thecommandline. It maybe
thatyou’vemadeasyntaxerror, or thatyourprogramhasthewrongpermissions

2. Second,try openingit in abrowser. If your programrunson thecommandline but
doesnotoutputcontentto thebrowser, you mayhave forgottento print out the
Content-type: text/html header, or forgottento leavea blankline between
theheaderandthebody, or mayhavemadeanerrorin your HTML output.

3. Thirdly, checkthewebserver’s log files.Wherethesearewill vary from systemto
system.On our system,they’re in /var/log/apache , andyoucancheckthem
usingcat, less, tail, or any othertool of your choice.If youdon’t know whatthese
commandsdo,checktheirmanualpagesby typing man cat, man less, etc.
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3.6.1. Exercises

1. Look at theoutputof thehello.cgi scriptby pointingawebbrowser(suchas
Netscape)at http:// hostname/~train XX/cgi-b in/h ello. cgi (replace
hostname with thehostnameor IP addressof thetrainingserver, andXX with
yournumber)

2. Modify hello.cgi to seta variable$name andincludethatnamein thegreeting.
(Don’t forgetto use strict; )

3. Runyourmodifiedhello.cgi from thecommandline to ensurethatit runs.

4. PresstheReload buttonin your browserto seeif your modificationsworked
correctly.

3.7. Quoting made easy
It canbeannoying to outputHTML usingdoublequotes.Youmayfind yourselfdoing
thingslike this:

print "<img src=\"$img\" alt=\"$alttext\">\n";
print "<a href=\"$url\">A hypertext link</a>\n";

Escapingall thosequoteswith backslashescangettediousandunreadable.Luckily,
thereareacoupleof waysaroundit.

3.7.1. Here documents
“Here” documentsallow you to print everythinguntil acertainmarker is found:

print <<"END";
<img src="$img" alt="$alttext">
<a href="$url">A hypertext link</a>
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END

You canspecifywhatendmarkeryouwanton in theprint statement.

Thefactthatthemarker is in doublequotesmeansthatthematerialup until theend
marker is foundwill undergo interpolationin thesamewayasany double-quoted
string.If you usesinglequotes,it’ ll actlikea single-quotedstring,andno interpolation
will occur.

If youusebackticks,it will executeeachline via theshell.

Theendmarkermustbeona line by itself, at theverystartof theline. Notealsothat
theprint statementhasasemi-colonon theend.

3.7.2. Pick your own quotes
Anotherwayof avoiding excessivebackslashesin yourcodeis to usetheqq() or q()

operators/functions.

Thesequotesarecoveredonpage41 of theCamelbook.

print qq(<img src="$img" alt="$alttext">\n);
print qq(<a href="$url">A hypertext link</a>\n);

Like thematchingandsubstitutionoperatorsm// ands/// , thequotingoperatorscan
usejust aboutany characterasadelimiter:

print qq(<a href="$url">A hypertext link</a>\n);
print qq!<a href="$url">A hypertext link</a>\n!;
print qq[<a href="$url">A hypertext link</a>\n];
print qq#<a href="$url">A hypertext link</a>\n#;

If theopeningdelimiteris abracket typecharacter, theclosingdelimiterwill bethe
matchingbracket.

Alwayschooseadelimiterthatisn’t likely to befoundin your quotedtext. A slash,
while commonin non-HTML usesof thefunction,is not veryusefulfor quoting
anythingcontainingHTML closingtagslike </p> .
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3.7.3. Exercises
Thefollowing exercisespracticeusingCGI to outputdifferentPerldatatypes(as
taughtin Introductionto Perl)suchasarraysandhashes.Youmayuseplaindouble
quotes,“here” documents,or thequotingoperatorsasyouseefit.

1. Write aCGI programwhich createsanarraythenoutputstheitemsin an
unorderedlist (HTML’s <ul> element)usinga foreachloop. If youneedhelpwith
HTML, there’sacheatsheetin AppendixD.

2. Modify your programto print out thekeysandvaluesin ahash,like this:

• Nameis Fred

• Sex is male

• Favouritecolouris blue

3. ChangeyourCGI programsothatyououtputa tableinsteadof anunorderedlist,
with thekeys in onecolumnandthevaluesin another. An exampleof how this
couldbedoneis in cgi-bin/hashtable.cgi

3.8. Envir onment variab les
In Perl,thereis aspecialvariablecalled%ENVwhichcontainsall theenvironment
variableswhich areset.

Whenawebserver runsa CGI program,certainenvironmentvariablesaresetto
provide informationaboutthewebserver, therequestmadeby theuseragent,andother
pertinentinformation.

Examplesof environmentvariablesavailableto your CGI scriptinclude
HTTP_USER_AGENT whichdescribestheuseragentor browserusedto make the
request,andHTTP_REFERER,which indicatesthereferringpage(if any).
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3.8.1. Exercises

1. Modify your table-printingscriptfrom thepreviousexerciseto print out thehash
%ENV.

2. TheHTTP_USER_AGENTenvironmentvariablecontainsthetypeof browserusedto
requesttheCGI script.

• Write ascriptwhich printsout theuseragentstringfor therequestingbrowser

• Takea look at whatvariousbrowsersreportthemselvesas-- try Netscape,
InternetExplorer, or Lynx from theUnix commandline. You will notethat
Microsoft browserspurportto be"Mozilla compatible"(i.e. compatiblewith
Netscape).

• Usea regularexpressionto determinewhenacertainbrowser(for instance,
Microsoft InternetExplorer)is beingused,andoutputamessageto theuser.

3. TheHTTP_REFERER(yes,it’ sspeltincorrectlyin theprotocoldefinition)
environmentvariablecontainstheURL of thepagefrom which theuserfolloweda
link to yourCGI program.If youcall upyour CGI programby typing its URL
straightinto thebrowser, theHTTP_REFERERwill beanemptystring.Createan
HTML pagethatpointsto your CGI programandseewhattheREFERER

environmentvariablesays.

3.9. Chapter summar y

• CGI scriptsareprogramswritten in Perlor any otherlanguagethatoutputweb
contentsuchasHTML pages

• CGI scriptsmustoutputaContent-typeheaderandablankline beforeanythingelse
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• Debuggingtechniquesfor CGI:

• Runthescriptfrom thecommandline

• Try openingit in thebrowser

• Checkthelogs

• Varioustechniquesareavailablefor quotingtext, including"here"documentsand
Perlquotingfunctionssuchasqq() .

• The%ENVspecialvariablecanbeusedto accessenvironmentvariablesvia CGI
scripts,includingsuchvariablesasHTTP_USER_AGENTandHTTP_REFERER
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4.1. In this chapter ...
CGI programsareoftenusedto acceptandprocessdatafrom HTML forms.In this
section,we takeaquick look at HTML formsandusetheCGI moduleto parseform
data.

4.2. A quic k look at HTML forms
To beableto useCGI to acceptuserinput,youwill probablyneedto understand
HTML forms.There’sanHTML cheat-sheetin AppendixD of thesenotes,but here’s a
brief run-down of themajorpartsof HTML forms:

4.3. The FORM element
TheFORMelementis ablock level element- thatmeansthatthebrowserwill presentit
on anew line, like it doeswith headingsandparagraphs.

TheFORMelement’sattributesinclude:

Table 4-1. FORM element attributes

Attrib ute Example Description
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Attrib ute Example Description

METHOD METHOD="POST" TheHTTP methodto useto
sendtheform’scontents
backto thewebserver. It can
bePOST or GET -- the

differences are

explained the the

HTTP cheat sheet

appendix.

ACTION ACTION="../cgi-

bin/myscript.cgi"

Therelativeor absolute
URL of theCGI program
which is to processthe
form’sdata

Otherattributesexist, but will not beusedin thiscourse.

4.4. Input fields
Someof theinputfieldsyou canusein your form include:

4.4.1. TEXT
A text input field <INPUT TYPE="TEXT" NAME="email_address">

4.4.2. CHECKBOX
Createsayes/nocheckbox.SayingCHECKEDwill make it checkedby default.

<INPUT TYPE="CHECKBOX"NAME="send_email" CHECKED>

34



Chapter 4. Accepting and processing form input

4.4.3. SELECT
Createsadrop-down list of items.SayingSELECT MULTIPLE will allow for multiple
choicesto bemade.

<SELECT NAME="hobbies">
<OPTION VALUE="philately">Philately</OPT ION>
<OPTION VALUE="gardening">Gardening</OPT ION>
<OPTION VALUE="programming">Programming< /OPTI ON>
<OPTION VALUE="cookery">Cookery</OPTION>
<OPTION VALUE="reading">Reading</OPTION>
<OPTION VALUE="bushwalking">Bushwalking< /OPTI ON>

</SELECT>

4.4.4. SUBMIT
Createsabuttonwhich,whenpressed,will submittheform.

<INPUT TYPE="SUBMIT" VALUE="Press me!">

4.5. The CGI module

4.5.1. What is a module?
A moduleis acollectionof usefulfunctionswhich youcanusein your programs.They
arewrittenby Perlpeopleworldwide,anddistributedmostlythroughCPAN, the
ComprehensivePerlArchiveNetwork.

Perlmodulessaveyouheapsof time - by usingamodule,yousaveyourselffrom
"reinventingthewheel".Perlmodulesalsotendto saveyou from makingsilly mistakes
againandagainwhile you try to figureout how to do agiventask.
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Onecommon(but fiddly) taskin CGI programmingis takingtheparametersgivenin
anHTML form andturningtheminto variablesthatyoucanuse.

Theparametersfrom anHTML form areencodedin this "percent-encoded"format:

name=Kirrily&company=Netizen%20Pty .%20L td.

If youusethePOSTmethod,theseparametersarepassedvia STDIN to theCGI script,
whereasGETpassesthemvia theenvironmentvariableQUERY_STRING. Thismeans
thataswell assimplyparsingthecharacterstring,youneedto know whereto look for
it aswell.

Theeasiestway to parsethis parameterline is to useCGI module.

Althoughit is partof thecurrentPerldistribution,theCGI moduleis notdocumentedin
theCamelbook.Instead,typeperldoc CGI to readaboutit.

4.5.2. Using the CGI module
To usetheCGI module,simplyput thestatementuse CGI; at thetopof yourscript,
thus:

#!/usr/bin/perl -w

use strict;
use CGI;

4.5.3. Accepting parameter s with CGI

To acceptform parametersinto ourCGI scriptasvariables,wecansaythatwe
specificallywantto usetheparams partof theCGI module:

#!/usr/bin/perl -w

use strict;
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use CGI ’param’;

Thisprovidesuswith anew subroutine,param , which wecanuseto extractthevalue
of theHTML form’sfields.

#!/usr/bin/perl -w

use strict;
use CGI ’param’;

my $name = param(’name’);
print "Content-type: text/html\n\n";
print "Hello, $name!";

4.5.4. Debugging with the CGI module’ s offline mode
Whenyou run aCGI scriptfrom thecommandline, you will seeapromptlike this:

(offline mode: enter name=value pairs on standard input)

Thisallowsyou to enterparametersin theform name=value for testinganddebugging
purposes.UseCTRL-D (theUnix end-of-filecharacter)to indicatethatyou are
finished.

(offline mode: enter name=value pairs on standard input)
name=fred
age=40
^D

4.5.5. Exercises

1. Write asimpleform to asktheuserfor theirname.Typein theabovescriptandsee
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if it works.

2. Add somefieldsto your form, includingacheckboxandadropdown menu,and
print out their values.Whatarethedefault true/falsevaluesfor a checkbox?

3. Whathappensif you usetheSELECT MULTIPLE form functionality?Try
assigningthatfield’sparametersfrom it to anarrayinsteadof ascalar, andyouwill
seethatthedatais handledsmoothlyby theCGI module.Print themoutusinga
foreach loop,asin earlierexercises.

4.6. Practical Exercise: Data validation
Your trainerwill now demonstrateanddiscusstheuseof CGI for validationof data
enteredinto awebform. An exampleform is in your public_html directoryas
validate.html andthevalidationCGI script is availablein your cgi-bin directory
asvalidate.cgi .

#!/usr/bin/perl -w

use strict;
use CGI ’param’;

print "Content-type: text/html\n\n";

my @errors;

push (@errors, "Year must be numeric") if param(’year’) =~ /\D/;
push (@er-
rors, "You must fill in your name") if param(’name’) eq "";
push (@errors, "URL must be-
gin with http://") if param(’url’) !~ m!^http://!;

if (@errors) {
print "<h2>Errors</h2>\n";
print "<ul>\n";
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foreach (@errors) {
print "<li>$_\n";

}
print "</ul>\n";

} else {
print "<p>Congratulations, no errors!</p>\n";

}

4.6.1. Exercises

1. Opentheform for thevalidationprogramin your browser. Try submittingtheform
with variousinputs.

4.7. Practical Exercise: Multi-f orm "Wizar d"
interface

Your trainerwill now demonstrateanddiscusshow youcanusewhatyou’ve just learnt
to createa multi-form "wizard" interface,wherevaluesarerememberedfrom oneform
to thenext andpassedusinghiddenfields.

<INPUT TYPE="HIDDEN" VALUE="..." NAME="...">

Sourcecodefor this exampleis availablein your cgi-bin directoryaswizard.cgi .

First,weprint someheadersandpick up the"step"parameterto seewhatstepof the
wizardinterfacewe’reup to. Wehave four subroutines,namedstep1 throughstep4 ,
which do theactualwork for eachstep.

#!/usr/bin/perl -w

use strict;
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use CGI ’param’;

print <<"END";
Content-type: text/html

<html>
<body>
<h1>Wizard interface</h1>
END

my $step = param(’step’) || 0;

step1() unless $step;
step2() if $step == 2;
step3() if $step == 3;
step4() if $step == 4;

print <<"END";
</body>
</html>
END

Herearethesubroutines.Thefirst oneis fairly straightforward,justprintingouta form:

#
# Step 1 -- Name
#

sub step1 {
print qq(

<h2>Step 1: Name</h2>
<p>
What is your name?
</p>
<form method="POST" action="wizard.cgi">
<input type="hidden" name="step" value="2">
<input type="text" name="name">
<input type="submit">
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</form>
);

}

Steps2 through4 requireusto pick up theCGI parametersfor eachfield that’sbeen
filled in sofar, andprint themout againashiddenfields:

#
# Step 2 -- Quest
#

sub step2 {
my $name = param(’name’);
print qq(

<h2>Step 2: Quest</h2>
<p>
What is your quest?
</p>
<form method="POST" action="wizard.cgi">
<input type="hidden" name="step" value="3">
<input type="hidden" name="name" value="$name">
<input type="text" name="quest">
<input type="submit">
</form>

);
}

#
# Step 3 -- favourite colour
#

sub step3 {
my $name = param(’name’);
my $quest = param(’quest’);

print qq(
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<h2>Step 3: Silly Question</h2>
<p>
What is the airspeed velocity of an un-

laden swallow?
</p>
<form method="POST" action="wizard.cgi">
<input type="hidden" name="step" value="4">
<input type="hidden" name="name" value="$name">
<input type="hidden" name="quest" value="$quest">
<input type="text" name="swallow">
<input type="submit">
</form>

);
}

Step4 simplyprintsout thevaluesthattheuserenteredin theprevioussteps:

#
# Step 4 -- finish up
#

sub step4 {
my $name = param(’name’);
my $quest = param(’quest’);
my $swallow = param(’swallow’);
print qq(

<h2>Step 4: Done!</h2>
<p>
Thank you!
</p>
<p>
Your name is $name. Your quest is $quest. The airspeed
velocity of an unladen swallow is $swallow.
</p>

);
}
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4.7.1. Exercises

1. Add anotherquestionto thewizard.cgi script.

4.8. Practical Exercise: File upload
CGI canalsobeusedto allow usersto uploadfiles.Your trainerwill demonstrateand
discussthis.Sourcecodefor this exampleis availablein your cgi-bin directoryas
upload.cgi

First off, you needto specifyanencodingtypein your form element.Theattributeto
setis ENCTYPE="multipart/form-data" .

<html>
<head>
<title>Upload a file</title>
</head>
<body>
<h1>Upload a file</h1>

Please choose a file to upload:

<form action="upload.cgi" method="POST" enctype="multipart/form-
data">
<input type="file" name="filename">
<input type="submit" value="OK">
</form>
</body>
</html>

CGI handlesfile uploadsquiteeasily. Justuseparam() asusual.Thevaluereturnedis
special-- in ascalarcontext, it givesyou thefilenameof thefile uploaded,but youcan
alsouseit in afilehandle.
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#!/usr/bin/perl -w

use strict;
use CGI ’param’;

my $filename = param(’filename’);
my $outfile = "outputfile";

print "Content-type: text/html\n\n";

# There will probably be permission problems with this open
# statement unless you’re running under cgiwrap, or your script
# is setuid, or $outfile is world writable. But let’s not worry
# about that for now.

open (OUTFILE, ">$outfile") || die "Can’t open output file: $!";

# This bit is taken straight from the CGI.pm documentation --
# you could also just use "while (<$filename>)" if you wanted

my ($buffer, $bytesread);
while ($bytesread=read($filename,$buffe r,102 4)) {

print OUTFILE $buffer;
}

close OUTFILE || die "Can’t close OUTFILE: $!";

print "<p>Uploaded file and saved as $outfile</p>\n";

print "</body></html>";
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4.9. Chapter summar y

• TheCGI modulecanbeusedto parsedatafrom HTML forms

• Its mostcommonuseis parameterparsing;otherfunctionsarealsoavailable

• To useit, typeuse CGI ’param’; at thetopof your script

• Obtaineachitemof datausingtheparam() function

• CGI canbeusedto implementwebapplicationsof any complexity, includingdata
validation,multi-form wizards,file upload,andmore

45



Chapter 4. Accepting and processing form input

46



Chapter 5. Security issues

5.1. In this chapter ...
In this sectionweexaminesomesecurityissuesarisingfrom theuseof CGI scripts,
includingauthenticationandaccesscontrol,andtherisk of tainteddataandhow to
avoid it.

5.2. Authentication and access contr ol for CGI
scripts

A commonquestionaskedby new CGI programmersis "How do I protectmy website
with aCGI script?"Therearevariouswaysto useCGI programsto askfor usernames
andpasswordsandperformauthentication,but in factthebestway to perform
authenticationandaccesscontrolcomeswith your webserveranddoesn’t requireany
programmingatall.

Thereasonthatpassword protectionis oftenconnectedwith CGI programsis thatCGI
programsaremorelikely to interactwith thewebserver’sunderlyingfile system,
backenddatabases,or otherthingswhichneedto bekeptsecure.Many programmers
assumethatbecauseCGI canbeusedfor passwordprotection,it is theright choicefor
thejob. This is not necessarilytrue.

Oneof thebestwaysto passwordprotectwebpagesis by usingthewebserver’sown
authenticationandaccesscontrolmechanisms.Sincewe’reusingtheApacheweb
server, we’ll look athow to do it with that.

5.2.1. Why is CGI authentication a bad idea?
Authentication(i.e. usernameandpasswordchecking)is hardto do correctlyin CGI.
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Somecommonpitfalls include:

• Usernameandpasswordstringsaresentasparametersin aGETquery, andendup in
theURL (eg
http://example.com/my.cgi?userna me=fr ed&passwor d=sec ret ). These
detailscanthenendup in peoples’bookmarkfiles,othersites’refererlogs,andso
on.

• Sometimesusernameandpassworddetailsarepassedbackandforth using
"cookies".Many userschooseto havecookiesdisableddueto privacy concerns,and
thewebsitewill thereforebeunusableto them.No suchproblemexistswith HTTP
authenticationvia thewebserver

On theotherhand,themaindisadvantageof HTTP authenticationis thatthe
authenticationtokensremainactiveuntil theusershutstheirbrowserdown. Thiscanbe
aproblemin public computerlabsandotherlocationswhereusersmaysharePCs.

5.2.2. HTTP authentication
If awebpageor CGI scriptrequiresausernameandpassword to view it, theHTTP
conversationbetweentheclient andtheservergoeslike this:

1. TheuserspecifiesaURL

2. Theuseragentconnectsto port80 of theHTTP server

3. Theuseragentsendsa requestsuchasGET /index.html

4. Theuseragentmayalsosendotherheaders

5. TheHTTP server realisesthatauthenticationmustbeperformed{usually by
lookingupconfigurationfiles}

6. TheHTTP server returnsastatuscode401,meaning"Unauthorized",andalsoa
headersayingWWW-Authenticate: andthenameof theauthenticationdomain,
for instance"AcmeWidgetCo.Staff". Thisusuallyappearsin thebrowser’sdialog
boxas"Pleaseprovideausernameandpassword for AcmeWidgetCo.Staff".
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7. Thebrowserpresentsadialogboxor othermeansby which theusercanentertheir
usernameandpassword,which theuserfills in thenclicks "OK"

8. Thebrowsersendsanew request,this time includinganextra headersaying
Authorization: andtheappropriatecredentials

9. If theHTTP serverfindsthatthecredentialsarevalid, it sendsbacktheresource
requestedandclosestheconnection

10.Otherwise,it sendsbackanotherresponsewith statuscode401 (andprobablya
bodycontaininganerrormessage),which theuseragentshouldrecogniseas
meaningthattheauthenticationfailed,anddisplaythebody.

5.2.3. Access contr ol
Thewayaccesscontrolis handledvariesfrom onewebserver to another. If your web
server is notApache,youwill needto contactyourwebserveradministratoror readthe
documentationit camewith, asonly Apacheis coveredin this course.

ApacheimplementsHTTP authenticationwith theuseof apasswordfile andeither
serverconfigurationsor a .htaccess file in thewebdirectory, which containsserver
configurationdirectives.Ourserverhasbeensetup to allow you to usethe .htaccess

file.

A passwordfile hasalreadybeensetup for youruse.It’ s
/etc/apache/training.passwd andusesthesameusernamesandpasswordsas
your login accounts.Youcanlook at it by typing cat

/etc/apache/training.passwd

To usethispassword file, createa file in your public_html directorycalled
.htaccess , containingthefollowing text:

AuthType Basic
AuthName "Secret stuff"
AuthUserFile /etc/apache/training.passwd
require valid-user
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Thisauthenticationwill applyto thedirectoryin which the .htaccess file is placed
andany subdirectories.

5.2.4. Exercises

1. Createa .htaccess file in your public_html directory, asabove

2. Useyour webbrowserto requestoneof yourHTML filesor CGI scripts,and
observe theauthenticationprocess

3. Why would it beabadideato put thepasswordfile in thesamedirectoryasthe
webpagesor CGI scripts?

5.3. Tainted data
Sometimesyouwill wantto write aCGI scriptwhich interactswith thesystem.This
canresultin majorsecurityrisksif thecommandsexecutedon thesystemarebasedon
userinput.Considertheexampleof afingerprogramwhichaskedtheuserwho they
wantedto finger.

#!/usr/bin/perl -w

use strict;

print "Who do you want to finger? ";
my $username = <STDIN>;
print ‘finger $username‘; # backticks used to exe-
cute shell command

Imagineif theuser’s input hadbeenskud; cat /etc/passwd , or worseyet,skud;

rm -rf / Thesystemwouldperformbothcommandsasthoughthey hadbeenentered
into theshelloneaftertheother.
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Luckily, Perl’s -T flagcanbeusedto checkfor unsafeuserinputs.

#!/usr/bin/perl -wT

Documentationfor thiscanbefoundby runningperldoc perlsec sectionof theonline
documentation,or on page356of theCamel.

-T standsfor "taint checking".Datainputby theuser, eithervia thecommandline or
anHTML form, is considered"tainted",anduntil it hasbeenmodifiedby thescript,
maynotbeusedto performshellcommandsor systeminteractionsof any kind.

Theonly thing thatwill cleartaintingis referencingsubstringsfrom a regexp match.
perldoc perlsec containsasimpleexampleof how to do this,about7 pagesdown.
Readit now, anduseit to completethefollowing exercises.

Notethatyou’ll alsohave to explicitly set$ENV{’PATH’} to somethingsafe(like
/bin ) aswell.

5.3.1. Exercises

1. TheHTML file finger.html askstheuserfor anaccountnameaboutwhich to
obtaininformation{using theUnix system’s finger command}.It callstheCGI
scriptcgi-bin/finger.cgi which usestaint checking.

2. Why is thedatainputby theusertainted?

3. Add a -T flag to theshebangline of finger.cgi sothatthescriptperformstaint
checking

4. Try re-submittingtheform - it shouldfail

5. To untaintthedata,you needto cleanup any unwantedcharacters.Usesomecode
similar to thatin perldoc perlsec to removeanythingotherthanalphanumeric
charactersandassignthevalid partof theuserinput to anew variable.
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5.4. cgiwrap
Many largesites,suchasISPsandeducationalinstitutions,requireusersto run their
CGI scriptsusingaprogramcalledcgiwrap. ThisprogramcausestheCGI scriptto
executeasif beingrun by theowner, insteadof thewebserver’suserID. Whatthis
meansis thatthescriptwill havepermissionto readandwrite theuser’sfiles,andwill
notbeableto causeany damageon thesystemthattheusercouldnotcause.

5.5. Secure HTTP
Anothersomewhatrelatedtopic is secureHTTP, whichusestheHTTPSprotocolto
openasecureconnectionandencryptsall databetweenthewebclient andserver. This
is oftenusedto makeonlinecreditcardtransactionsmoresecure.

CGI scriptscanberun on asecureserverexactlyasthey would run onany otherserver.

5.6. Chapter summar y

• HTTP authenticationcanbeusedto password protectwebpages

• TheApachewebserver implementsHTTP authentication.Thiscanbeconfigured
via a .htaccess file

• Thereis a securityrisk from tainteddata--- dataenteredby auserwhich is usedfor
subsequentsysteminteraction

• Perlhasbuilt-in checkingfor tainteddata,whichcanbeturnedonmy usingthe-T

commandline switch

• Datacanbeuntaintedby referencingasubstringin amatch,asshown in perldoc
perlsec.

• Somewebserversusecgiwrap to run CGI scriptsundertheir owner’suserID.
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• SecureHTTP canbeusedto provideanencryptedchannelof communication
betweenthewebclient andserver.
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6.1. In this chapter ...
In this sectionwearebriefly introducedto Perlmoduleswhich maybeusefulto usin
developingCGI applications,includingmodulesfor failing gracefully, encodingand
decodingURLS,andfilling in templates.

6.2. Useful Perl modules
Thereareseveralcommonproblemsfacedby CGI programmers:failing gracefully,
creatingvalid URLs from any text, usinga templateto insertvariablesinto HTML,
sendingemailbasedon CGI parameters,et cetera.Sincetheseproblemsareso
common,peoplehavewrittenmodulesto solve them.Thissectionexplainssomeof the
mostusefulmodulesto saveyou from having to re-inventthewheel.

Eachof thesemodulescanbedownloadedfrom CPAN (theComprehensivePerl
ArchiveNetwork) (http://www.perl.com/CPAN) andinstalledeitherusingtheCPAN
moduledistributedwith Perl,or by following thestepsdescribedin theREADMEfile
distributedwith eachmodule.

6.3. Failing gracefull y with CGI::Carp

Theerrorsgivenin thewebserver’serrorlogsarenotalwayseasyto readand
understand.To make life easier, wecanusea PerlmodulecalledCGI::Carp to add
timestampsandotherhandyinformationto thelogs.

use CGI::Carp;
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Wecanalsomakeourerrorsgo to aseparatelog, by usingthecarpout partof the
module.Thisneedsto bedoneinsidea BEGIN block in orderto catchcompilererrors
aswell asoneswhichoccurat theinterpretationstage.

BEGIN {
use CGI::Carp qw(carpout);
open(LOG, ">>cgi-logs/mycgi-log") ||

die("Unable to open mycgi-log: $!\n");
carpout(LOG);

}

Lastly, wecancauseany fatalerrorsto have their errormessagesanddiagnostic
informationoutputdirectly to thebrowser:

use CGI::Carp ’fatalsToBrowser’;

You mayalsolike to look at theequivalentmodulefor non-CGIscripts,thebasicCarp
module,which is documentedonpage385of your Camelbook.

6.3.1. Exercise

1. UsetheCGI::Carp modulein oneof your scripts

2. Deliberatelycauseasyntaxerror, for instanceby removing asemi-colonor quote
mark,or insertinga die ("Argh!"); statement,andseewhathappens

6.4. Encoding URIs with URI::Escape

Sometimeswewantto outputanchortags<A HREF="..."> referringto anotherCGI
script,andpassparametersalongwith it, thus:

<A HREF="lookup.cgi?title=Programm ing Perl&publisher=O’Reilly">
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O’Reilly’s Programming Perl
</A>

However, spacesandapostrophesaren’t allowedin URIs,sowehave to encodethem
into the"percent-encoded"format.This formatreplacesmostnon-alphanumeric
characterswith two hexadecimaldigits.For instance,aspacebecomes%20anda tilde
becomes%7E.

ThePerlmoduleweuseto encodeURIs in this manneris URI::Escape . Its
documentationis availableby typing perldoc URI::Escape.

Useit asfollows:

#!/usr/bin/perl -w

use strict;
use URI::Escape;

my $book_lookup =
"lookup.cgi?title=Programming Perl&publisher=O’Reilly";

my $encoded_url = uri_escape($address);
my $original_url = uri_unescape($encoded_url);

6.4.1. Exercise

1. Try out theabovescriptcgi-bin/escape.cgi you’ll needto print out thevalues
of $encoded_url and$original_url

6.5. Creating templates with Text::Template

By this stagein thedayyouhaveprobablyspentagreatdealof timeoutputtingHTML
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eithervia a long list of print statementsor by usinga "heredocument"or other
shortcut.Whatif youwantedto havea templateHTML outputfile whichwasfilled in
with theappropriatevariables?

Luckily, thereis aPerlmoduleto do this,calledText::Template . Unluckily, it usesa
conceptwehaven’t coveredyet,but whichwewill now explain.

Text::Template is differentto theothermoduleswehaveusedsofar today, in thatit
is anobject oriented module.ObjectorientedPerlmodulescanbeverypowerful, but
requiresomebackgroundknowledgeto understandhow they work.

6.5.1. Intr oduction to object oriented modules
Beforeembarkingon this task,weneedto haveanunderstandingof how Perl’s
object-orientedmoduleswork. Not all modulesareobjectoriented(URI::Escape , for
example,is not),andsomecanbeusedeitherway (CGI is oneof these),but some
requireusto work with themin this way.

Readperldoc CGI if youwantto know all abouttheOO interfaceto theCGI module,
which providesmany additionalfeatures.

A softwareobject,likea real-lifeobject,hasattributes(thingsthatdescribetheobject)
andmethods(thingsyou candowith, or to, theobject).Considerthereal-lifeexample
of acup:

Table 6-1. Attributes and Methods of a cup

Object Attrib utes Methods
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Object Attrib utes Methods

Cup • colour
• handle(doesit have
one?)

• contents(water,
coffee,etc)

• fullness

• drink from it
• fill it up

• smashit

Notethatwhenyousmashacup,youaren’t smashingthegenericclassof cups,but
rathera specificinstance- this cup,not "cupsin general".This is whatwecall an
instance of a class -- rememberthat,aswe’ll useit later.

6.5.2. Using the Text::Template module
Like thecup,our text templatehasattributesandmethods.

Table 6-2. Attributes and Methods of Text::Template

Text::Template • TYPE - the type of

template it is, eg a

file, a string you

created earlier, etc

• SOURCE- the

filehandle or

variable name in

which the template

can be found

• fill_in() - fill

in the template

Beforewecanactuallyusetheseattributesandmethodsin any usefulway, wehave to
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createanew instanceof theclass.This is thesameashow we neededaspecificcup,
ratherthanthegeneralclassof cups.

# using the class in general
use Text::Template;

# instantiating the class and setting some at-
tributes for the new instance
my $let-
ter = new Text::Template{’TYPE’ => ’FILE’, ’SOURCE’ => ’let-
ter.tmpl’};

Wecanthenperformamethodon it, thus:

my $finished_letter = $letter->fill_in();

Thiswill fill in any variablesfoundin thetemplatefile.

6.5.3. Exercise

1. Typeperldoc Text::Template andlook at thedocumentationfor this module

2. cgi-bin/letter.cgi implementstheexampleabove.Examinethesourcecode.

3. Makesomechangesto thelettertemplateandseeif they work.

6.6. Sending email with Mail::Mailer

TheMail::Mailer modulecanbeusedto sendemailfrom aCGI script(or, for that
matter, any script).Like Text::Template , it is anObjectOrientedmodule.The
objectit createsis a "mailer" object,whichcanbeopenedandthenprintedto asif it
wereafilehandle.
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#!/usr/bin/perl -w

use strict;
use Mail::Mailer;

my $mailer = new Mail::Mailer;

# the open() method takes a hash refer-
ence with keys which are mail
# header names and values which are the val-
ues of those mail headers

$mailer->open( {
From => ’fred@example.com’,
To => ’barney@example.com’,
Subject => ’Web form submission’

} );

# we can print to $mailer just as we would print to STD-
OUT or any
# other file handle...

print $mailer qq(
Dear Barney,

Here is a form submission from your website:

Name: $name
Email: $email
Comments: $comments

Love, Fred.

);

$mailer->close();
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You canalsoopenapipeto sendmail directly, but doingthiscorrectlycanbedifficult.
This is why werecommendMail::Mailer to avoid re-inventingthewheel.

6.6.1. Exercises

1. CreateanHTML form with fieldsfor name,emailandcomment

2. Usetheabovescript(cgi-bin/mail.cgi ) to mail theresultsof thescriptto
yourself.Youwill needto edit it to work fully:

• UseCGI.pmto pick up theparameters

• Changetheemailaddressto your own address

• Print outa "thankyou" pageoncetheform hasbeensubmitted-- don’t forget
theContent-typeheader

6.7. Chapter Summar y

• TheCGI::Carp modulecanbeusedto helpCGI programsfail gracefully

• TheURI::Escape modulecanbeusedto encodeanddecodepercent-encoded
URLs

• TheText::Template modulecanbeusedto easilyfill in text templates,including
HTML templates.

• TheMail::Mailer modulecanbeusedto sendemailbasedon theinformation
enteredin anHTML form

• All thesemodulescanbedownloadedfrom CPAN, theComprehensivePerlArchive
Network
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7.1. What you’ ve learnt
Now you’vecompletedNetizen’s CGI Programmingin Perlmodule,you shouldbe
confidentin your knowledgeof thefollowing fields:

• WhatCGI is

• How theHypertext TransferProtocol(HTTP)allowswebuseragents(browsers)to
communicatewith webserversandretreivedocuments

• How to performHTTP requestsby usingtelnet to connectto thewebserver

• How to generatesimplewebpagesusingPerl

• How to accessenvironmentvariablesfrom CGI scripts

• Variousmethodsof quotingtext, including"here"documentsandtheqq() type
functions

• How to processdatafrom HTML formsusingtheCGI module

• How to usetheCGI modulefor applicationssuchasdatavalidation,simple"wizard"
interfaces,andfile uploads

• Securityissuesrelatedto CGI programming,includingauthenticationandaccess
control,dealingwith tainteddata,securewebservers,etc.

• Theuseof variousPerlmodulesrelatedto CGI programming,includingCGI::Carp,
URI::Escape,Text::Template,andMail::Mailer

• A basicunderstandingof objectorientedPerlmodules
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7.2. Where to now?
To furtherextendyourknowledgeof Perl,you maylike to:

• Borrow or purchasethebookslistedin our "FurtherReading"section(below)

• Follow someof theURLs giventhroughoutthesecoursenotes,especiallytheones
marked"Readme"

• InstallPerlandawebserversuchasApacheon yourhomeor work computer

• PracticeusingPerlfor CGI programmingonadaily basis

• JoinaPerlusergroupsuchasPerlMongers(http://www.pm.org/)

• Extendyour knowledgewith furtherNetizencoursessuchas:

• Webenableddatabaseswith PerlandDBI

InformationaboutthesecoursescanbefoundonNetizen’swebsite
(http://netizen.com.au/services/training/).A diagramof Netizen’scoursesandthe
careersthey canleadto is includedwith thesetrainingmaterials.

7.3. Fur ther reading

• ThePerlhomepage(http://www.perl.com/)

• ThePerlJournal(http://www.tpj.com/)

• Perlmonth(http://www.perlmonth.com/)(onlinejournal)

• PerlMongersPerlusergroups(http://www.pm.org/)
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Appendix A. Unix cheat sheet
A brief run-down for thosewhoseUnix skills arerusty:

Table A-1. Simple Unix commands

Action Command

Changeto homedirectory cd

Changeto directory cd directory

Changeto directoryabovecurrent
directory

cd ..

Show currentdirectory pwd

Directorylisting ls

Wide directorylisting, showing hidden
files

ls -al

Showing file permissions ls -al

Makingafile executable chmod +x filename

Printinga longfile ascreenfulat a time more filename or less
filename

Gettinghelpfor command man command
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Appendix B. Editor cheat sheet
Thissummaryis laid outasfollows:

Table B-1. Layout of editor cheat sheets

Running Recommendedcommandline for starting
it.

Using Reallybasichowto. This is notevenan
attemptat adetailedhowto.

Exiting How to quit.

Gotchas Odditiesto watchfor.

B.1. vi

B.1.1. Running

% vi filename

B.1.2. Using

• i to enterinsertmode,thentypetext, pressESC to leave insertmode.

• x to deletecharacterbelow cursor.

• dd to deletethecurrentline

• Cursorkeysshouldmovethecursorwhile not in insertmode.

• If not, try hjkl , h = left, l = right, j = down, k = up.
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• / , thenastring,thenENTER to searchfor text.

• :w thenENTER to save.

B.1.3. Exiting

• PressESC if necessaryto leave insertmode.

• :q thenENTER to exit.

• :q! ENTER to exit withoutsaving.

• :wq to exit with save.

B.1.4. Gotc has
vi hasaninsertmodeandacommandmode.Text entryonly worksin insertmode,and
cursormotiononly worksin commandmode.If yougetconfusedaboutwhatmodeyou
arein, pressingESC twice is guaranteedto getyoubackto commandmode(from
whereyoupressi to inserttext, etc).

B.1.5. Help
:help ENTER might work. If not, thenseethemanpage.
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B.2. pico

B.2.1. Running

% pico -w filename

B.2.2. Using

• Cursorkeysshouldwork to movethecursor.

• Typeto inserttext underthecursor.

• Themenubarhas^X commandslisted.Thismeansholddown CTRL andpressthe
letterinvolved,eg CTRL-W to searchfor text.

• CTRL-Oto save.

B.2.3. Exiting
Follow themenubar, if you arein themidstof acommand.UseCTRL-X from the
mainmenu.

B.2.4. Gotc has
Line wrapsareautomaticallyinsertedunlessthe-w flag is givenon thecommandline.
Thisoftencausesproblemswhenstringsarewrappedin themiddleof codeandsimilar.
\\ \hline
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B.2.5. Help
CTRL-G from themainmenu,or just readthemenubar.

B.3. joe

B.3.1. Running

% joe filename

B.3.2. Using

• Cursorkeys to move thecursor.

• Typeto inserttext underthecursor.

• CTRL-K thenS to save.

B.3.3. Exiting

• CTRL-C to exit withoutsave.

• CTRL-K thenX to saveandexit.

B.3.4. Gotc has
Nothingin particular.
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B.3.5. Help
CTRL-K thenH.

B.4. jed

B.4.1. Running

% jed

B.4.2. Using

• Defaultsto theemacsemulationmode.

• Cursorkeys to move thecursor.

• Typeto inserttext underthecursor.

• CTRL-X thenS to save.

B.4.3. Exiting
CTRL-X thenCTRL-C to exit.

B.4.4. Gotc has
Nothingin particular.
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B.4.5. Help

• Readthemenubarat thetop.

• PressESC then? thenH from themainmenu.
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Appendix C. ASCII Pronunciation Guide

Table C-1. ASCII Pronunciation Guide

Character Pronunciation

! bang,exlamation

* star, asterisk

$ dollar

@ at

% percent

& ampersand

" double-quote

’ single-quote,tick

( ) open/closebracket,parentheses

< lessthan

> greaterthan

- dash,hyphen

. dot

, comma

/ slash,forward-slash

\ backslash,slosh

: colon

; semi-colon

= equals

? question-mark

^ caret(pron.carrot)

_ underscore
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Character Pronunciation

[ ] open/closesquarebracket

{ } open/closecurly brackets,open/close
brace

| pipe,or verticalbar

~ tilde (pron.“til-duh”, wiggle,squiggle)

‘ backtick

74



Appendix D. HTML Cheat Sheet
Thefollowing tableoutlinesa few HTML elementswhichmaybeusefulto you.For
moredetailor for informationaboutelementswhicharenot listedhere,consultoneof
thereferenceslistedbelow.

Table D-1. Basic HTML elements

Type of inf ormation Markup

Paragraph <P> ... </P>

Headinglevel 1 <H1>This is a level 1

heading</H1>

Headinglevel 2 <H2>This is a level 2

heading</H2>

Headinglevel 3 <H3>This is a level 3

heading</H3>

Headinglevel 4 <H4>This is a level 4

heading</H4>

Unordered(bulleted)list <UL> <LI>List item 1 <LI>List

item 2 <LI>List item 3 <LI>List

item 4 </UL>

Ordered(numbered)list <OL> <LI>List item 1 <LI>List

item 2 <LI>List item 3 <LI>List

item 4 </OL>
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Type of inf ormation Markup

Table <TABLE BORDER><TR> <-- "table

row" -- > <TH>Heading for column

1</TH> <TH>Heading for column

2</TH> <TH>Heading for column

3</TH> </TR> <TR> <-- "table

row" -- > <TD>Data for row 1,

column 1</TD> <TD>Data for row

1, column 2</TD> <TD>Data for

row 1, column 3</TD> </TR> <TR>

<-- "table row" -- > <TD>Data

for row 2, column 1</TD>

<TD>Data for row 2, column

2</TD> <TD>Data for row 2,

column 3</TD> </TR> </TABLE>

Horizontalrule <HR>

Anchortag(hypertext link) <A

HREF="http://example.com/">Descript ive

text</A>

For moreinformation...

• HTMLhelp.org (http://htmlhelp.org/)

• TheWorld Wide WebConsortium(W3C) (http://w3.org/)

76




