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Chapter 1. Introduction

Welcometo Netizens CGI Programming in Per| trainingcourse Thisis aone-day
coursein whichyouwill learnhow to write dynamic,interactve webapplications
usingthe Perlprogrammindanguage.

1.1. Course outline

« Whatis CGI? (60 minutes)

- Generatingvebpageswith a Perlscript(45 minutes)

« Practicalexerciseg45 minutes)

« Acceptingandprocessingorm inputwith the CGl module(60 minutes)
« Lunch break

« Practicalexamples(60 minutes)

« Securityissueg45 minutes)

« OtherrelatedfeaturesandPerlmodules(60+ minutes)

1.2. Assumed knowledg e

It is assumedhatyou know andunderstandhefollowing topics:

« Unix - loggingin, creatingandeditingfiles

- Perl- variabletypes,operatorsandfunctions,conditionalconstructssubroutines,
basicregularexpressions

11



Chapter 1. Introduction

- BasicHTML - paragraphdheadingsprderedandunorderedists, anchortags,
imagesetc.

If youneedhelpwith editingfiles underUnix, acheat-sheeas availablein AppendixA
andaneditorcommandsummaryin AppendixB.

The Unix operatingsystemcommandgyou will needarementionedandexplainedvery
briefly throughouthe course- pleasdeel freeto askif youneedmorehelp.The
requiredPerlknowledgewascoveredin Netizens "Introductionto Perl" coursewhich
mary of youwill have attendedecently Lastly,anHTML cheat-sheds providedin
AppendixD for thosewho needreminding.

1.3. Module objectives

« Understandhe meaningof CGl andthe Hypertect TransferProtocol
- Know how to generatesimpleweb pagesusingPerl
- Understandhow to acceptandprocesslatafrom webformsusingthe CGI module

« Understandecurityissuegertainingto CGIl programmingandhow to avoid
securityproblems

- Recognisanduseanumberof Perlmodulesfor purposeselatedto CGI
programming

1.4. Platform and version details

This moduleis taughtusingUnix or a Unix-lik e operatingsystemMost of whatis
learntwill work equallywell on Windows NT or otheroperatingsystemsyour
instructorwill inform you throughouthe courseof any areaswvhich differ.

All Netizens PerltrainingcoursesisePerl 5, the mostrecentmajorreleaseof the Perl
languagePerl5 differssignficantlyfrom previousversionsof Perl,soyou will needa

12



Chapter 1. Introduction

Perl5 interpreterto usewhatyou have learnt.However, older Perlprogramsshould
work fine underPerl5.

Thewebsenerusedfor examplesin this moduleis Apache(http://www.apache.@).
We have choserthiswebsener for examplesasit is freely available,widely used,and
very fastandfull-featured.

1.5. The cour se notes

Thesecoursenotescontainmaterialwhich will guideyou throughthetopicslisted
above,aswell asappendicesontainingotherusefulinformation.

Thefollowing typographicconventionsareusedin thesenotes:
Systemcommandsppeaiin thistypeface

Literal text which you shouldtypein to thecommandine or editorappearsas
monospaced font .

Keystrokeswhich you shouldtypeappealik e this: ENTER. Combinationf keys
appealtikethis: CTRL-D

Program listings and other literal listings of what ap-
pears on the

screen appear in a monospaced font like this.

Partsof command®r otherliteral text which shouldbe replacedoy your own specific
valuesappearsi ke this

Notes and tips appear offset from the text like this.

13



Chapter 1. Introduction

Noteswhich aremarked"Advanced"arefor thosewho areracingaheadr who already
have someknowledgeof thetopic athand.Theinformationcontainedn thesenotesis
notessentiato your understandin@f thetopic, but maybe of interestto thosewho
wantto extendtheir knowledge.

Notesmarkedwith "Readme"arepointersto moreinformationwhich canbefoundin
your textbookor in onlinedocumentatiorsuchasmanualpagesor websites.

1.6. Other materials

14

In additionto thesenotes you shouldhave a copy of therequiredtext bookfor this
courseProgramminderl(2nded.) by Schwartz, Wall, andChristianser{publishedby
O’Reilly andAssociates}- morecommonlyreferredto as"the Camelbook”. The
Camelbookwill beusedthroughoutheday, andwill bea valuablereferenceo take
homeandkeepnext to your computer

Lastly, youwill have beengivenanametagvith your nameandcompaity onthefront,
andausernamendpassverd onthe back.



Chapter 2. What is CGI?

2.1. In this chapter...

In this sectionwe will definetheterm CGIl andlearnhow websenersuseCGl to
provide dynamicandinteractve material.We explorethe Hypertect TransferProtocol
asit appliesto bothstaticandCGlI-generatedontentandexamineraw HTTP requests
andresponseby telnettingto awebsener.

2.2. Definition of CGI

CGl is theCommonGatavay Interface,a standardor programgo interfacewith
informationsenerssuchasHTTP (web)seners.CGl allowsthe HTTP senerto runan
executableprogramor scriptin responséo a userrequestandgenerateutputon the
fly. This allowswebdeveloperso createdynamicandinteractve webpages.

CGI programscanbewrittenin any languagePerlis avery commonlanguagdor CGl
programmingasit is largely platformindependenandthelanguages featuresmake it
very easyto write powerful applicationsHowever, someCGI programsarewrittenin
C, shellscript,or otherlanguages.

It is importantto remembethat CGl is notalanguagen itself. CGl is merelyatype of
programwhich canbewrittenin ary language.

2.3. Introduction to HTTP

To understandhow CGIl works,you needsomeunderstandingf how HTTP works.

HTTP standdor HyperText TransferProtocol,and(not very surprisingly)is the
protocolusedfor transferringhypertext documentsuchasHTML pageson the World

15
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16

Wide Weh

For the purpose®f this coursewe will only belookingatHTTP versionl1.0.The
currentversion,l1.1,is specifiedn RFC2068andcontainsmary morefeaturesput
noneof themarenecessaryor a basicunderstandingf CGI programmingAn HTTP
cheat-sheetontainingsomecommonterminologyandatableof statuscodesappears
in AppendixE.

RFCs,or "Requestor Comment"documentsgcanbe obtainedfrom the Internet
EngineeringraskForce(IETF) website(http://www.ietf.org/) or from mirrorssuchas
the RFC mirror at MonashUniversity (ftp://ftp.monash.edu.au/pub/rfc/)

A simpleHTTP transactionsuchasarequesfor a staticHTML page worksas
follows:

1. Theusertypesa URL into his or herbrowset or specifiesawebaddressy some
othermeanssuchasclicking on alink, choosinga bookmarketc

2. Theuseragentconnectgo port80 of theHTTP sener

3. TheuseragentsendsarequessuchasGET /index.html

4. Theuseragentmayalsosendotherheaders

5. TheHTTP senerrecevestherequestindfindstherequestedile in its filesystem

6. TheHTTP senersendsacksomeHTTP headersfollowedby the contentsof the
requestedile

7. TheHTTP sener closesheconnection

Whena userrequest@ CGI program however, the processhangeslightly:

1. Theuseragentsendsarequestsabove

2. TheHTTP senerrecevestherequestisabore

3. TheHTTP senerfindstherequestedGI programin its file system
4. TheHTTP sener executeghe program

5. Theprogramproducesutput
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6. TheoutputincludesHTTP headers
7. TheHTTP sener senddackthe outputof the program

8. TheHTTP sener closestheconnection

2.3.1. Terminology

authentication
Theprocesdy which a client sendsusernamendpassverd informationto the
sener, in anattemptto becomeauthorizedo view arestrictedresource.
client
An applicationprogramthatestablishesonnectiongor the purposeof sending
requests.
Content-type
Themediatype of thebody of theresponseasgivenin the Content-type:
headerExampledncludetext/nhtml , text/plain ,image/gif , etc.
method
Indicateswhatthe sener shoulddo with aresourceCasesensitve. Valid methods
include:GET, HEAD, POST
request

An HTTP requesimessagsentby aclientto asener

resource

A network dataobjector servicewhich canbeidentifiedby a URI.

response

An HTTP responsenessagsentby asernerto aclient

17
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2.3.2.

18

sener
An applicationprogramthatacceptsonnectionsn orderto servicerequestdy
sendingbackresponses.

statuscode
A 3-digitintegerindicatingtheresultof the sener’s attemptto understan@nd
satisfytherequestA tableof statuscodesandtheir meaningsappeardelon.

Uniform Resourcddentifier (URI)
URIs areformattedstringswhich identify - via name Jocation,or ary other
characteristic anetwork resource.

Uniform Resourcd.ocator(URL)

A webaddressMay be expressedbsolutely(eg
http://www.example.com/service slind ex.ht ml)orin relationto abase
URI (eg ../index.html ) SeealsoURI.

useragent

TheclientwhichinitiatesarequestTheseareoftenbrowsers editors,spiders
(web-traversingrobots)or otherend-usetools.

HTTP status codes

Table 2-1. HTTP status codes

Code Meaning
200 OK

201 Created
202 Accepted
204 No Content
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Code Meaning

301 MovedPermanently
302 Moved Temporarily
304 Not Modified

400 BadRequest

401 Unauthorized

403 Forbidden

404 Not Found

500 InternalSener Error
501 Not Implemented
502 Bad Gatavay

503 ServiceUnavailable

2.3.3. HTTP Methods

2.3.3.1. GET

The GET methodmeangetrieve whateser informationis identifiedby therequesURI.
If therequesURI refersto adata-producingrocesgeg a CGI program),it is the
produceddatawhichis returned andnotthe sourcetext of the process.

2.3.3.2. HEAD

TheHEAD methodis identicalto GET exceptthatthesenerwill only returnthe
headersnotthebody of theresourceThe meta-informatiorcontainedn the HTTP
headersn responsé¢o aHEAD requesshouldbeidenticalto theinformationsentin
responséo a GET requestThis methodcanbe usedto obtainmeta-informatiorabout
theresourceavithouttransferringthe bodyitself.

19
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2.3.3.3. POST

ThePOSTmethodis usedto requesthatthe sener usetheinformationencodedn the
requesURI anduseit to modify aresourcesuchas:

« Annotationof anexisting resource

- Postingamessagé¢o abulletin board,nenvsgroup,mailing list, or similar groupof
articles

« Providing data{such astheresultof submittingaform} to a data-handlingrrocess

- Updatingadatabase

2.3.4. Exercises

TheHTTP request/respong@ocesss usuallytransparento the user To seewhat’s
goingon, let'sconnectdirectly to thewebsenerandseewhathappens.

Login to the systemasfor the Introductionto Perlcourse:

1. Openthetelnetprogram,Teralerm

2. Connecto thetrainingsener (your instructorwill give youthehostnameor IP
number)

3. Login usingthe usernamendpassverd you weregiven

4. Fromthe Unix commandine, typetelnet localhost 80 -- this connectdo port 80
of thesener, wherethe HTTP daemonakathewebsener) is listening.You
shouldseesomethindik e this:

training:~> telnet  localhost 80
Trying 1.2.34

Connected to training.netizen.com.au.
Escape character is M.

20
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5. Ask thewebsener for a staticdocumenby typing: GET /index.html
HTTP/1.0 thenpressentertwice to sendtherequestNotethatthiscommands
case sengitive.

6. Look attheresponsehatcomesback.Do you seethe headersThey shouldlook
somethindik e this:
HTTP/1.1 200 OK
Date: Tue, 28 Mar 2000 02:42:37 GMT
Server:  Apache/1.3.6 (Unix)

Connection; close
Content-Type: text/html

Thiswill befollowedby ablankline, thenthe contentof thefile you aslkedfor.
Thenyouwill see"Connectionclosedby foreignhost”,indicatingthatthe HTTP
senerhasclosedthe connection.

If you miss seeing the headers because the body is too long, try
using the HEADmethod instead of GET.

7. Telnetto port 80 againandasktheweb senerfor a CGl script’s outputby typing
GET /cgi-bin/localtime.cgi HTTP/1.0

8. Now let’'s getsomestatuscodesotherthan200 OKfrom thewebsener:

« GET /not_here.html HTTP/1.0 (afile which doesnt exist)
« GET /unreadable.html HTTP/1.0 (afile with the permissionsetwrong)
« GET /protected.html HTTP/1.0 (afile protectedoy HTTP authentication

we coverthis laterontoday)

21
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« GET /redirected.html HTTP/1.0 (afile whichis redirectedo adifferent
URL)

« ENCRYPT/index.html HTTP/1.0 (amethodwhichisn’t known to our
sener)

2.4. What is needed to run CGI programs?

Thereareseveralthingsyou needin orderto createandrun Perl CGI programs.

- awebsener

- websener configuratiorwhich givesyou permissiorto run CGl
- aPerlinterpreter

- appropriatéPerlmodulessuchasCGlIl.pm

- ashellaccounts extremelyusefulbut notessential

Most of theabove requirementsvill needyour systemadministratoror ISPto setthem
up for you. Somewill bewary of allowing usersto run CGI programsandmayrequire
you to obey certainsecurityregulationsor pay extrafor the privilege. The most
commonsecurityrequirements thatCGI programsanustrun undercgiwrap.Thisis
discussedhater, in the sectionon security

2.5. Chapter summary

22

- CGlI standdor CommonGatevay Interface
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« HTTP standgor Hypertext TransferProtocol.Thisis the protocolusedfor
transferringdocumentandotherfiles via the World Wide Weh

« HTTP clients(webbrowsers)sendrequestso HTTP (web) seners,which are
answeredvith HTTP responses

- Therequest/responsmnbe examinedby telnettingto the appropriatgport of aweb
senerandtyping in requestdy hand.

23
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Chapter 3. Generating web pages with
Perl

3.1. In this chapter...

In this sectionwe will createa simple"Hello world" CGI programandrunit, then
extenduponthatto integratepartsof Perltaughtin previousmodules Alternative
guotingmechanismsrebriefly covered,andwe alsodiscussdetuggingtechniquedgor
CGl programs.

3.2. Your public_html director y

Thetrainingsener hasbeensetup sothateachuserhastheir own webspace
underneathheir homedirectory All fileswhichwill be accessibleria thewebshould
beplacedin thedirectorynamedpublic_html . Thisis commonfor mostpersonal

homepages.

Thedirectory~username/public_html ontheUnix file systemmapsto the URL
http://hostname/~username/ viatheweh Soif yourlogin nameis train03  and
you areusingthe Netizentraining sener at training.netizen.com.au ,youcan
accesgourwebpagesat http://training.netizen.com.au/ ~trai  n03. Of
courseyouwill needto replaceboththe hostnamendusernaméo matchyour
specificsetup.

3.3. The CGl director y

CGl scriptsareusuallykeptin a separatalirectoryfrom plain HTML files. This
directoryis mostcommonlycalledcgi-bin  (the"bin" standgor "binary" but really

25
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justmeans'executabldiles", whethercompiledbinariesor interpretedscriptssuchas
Perlprograms)Thewebseneris usuallysetup sothatyou only have permissiorto
run CGIl programdrom thecgi-bin  directory for securityreasons.

1. Changedo your public_html  directory

2. If youtypelsto getadirectorylisting, youwill seethatyou have severalHTML
files here,aswell asacgi-bin  directory

3. Changeto yourcgi-bin  directoryandtypels, andyouwill seethattheexample
scriptsfor this coursearealreadyinstalledhere.

If youweresettingthis up for yourself,you would needto be sureof thefollowing:

1. Thatyour homedirectoryis world executable
2. Thatyour public_html  directoryis world executable
3. Thatall your HTML files areworld readable

4. Thatyour cgi-bin  directoryis world executable notethatit is notcompulsory
to haveacgi-bin  directory- somesener configurationsallow you to executea
CGl scriptfrom ary directory

5. Thatall your CGl scriptsareworld readableandexecutable

3.4. The HTTP headers

Every CGl scriptmustoutputanHTTP headegiving a MIME contenttype,suchas
Content-type: text/html , with ablankline afterit:

print  "Content-type: text/htmli\n\n";

Putthis atthetop of every CGlI script,asthefirst thing that’s printed.

26



Chapter 3. Generating web pages with Perl

If your outputis of anotheMIME type,you shouldprint outthe appropriate
Content-type: header for instancea CGI programwhich outputsarandomGIF
imagewould useContent-type: image/qgif

3.5. HTML output

Any otheroutputof your scriptwill be sentbackto thewebbrowserjustasyou specify
Sincewe’re outputtingcontentof thetypetext/ntml  we shouldmake our scripts
outputHTML.:

print  "<hl>Hello, world!</h1>\n";

Theabove exampleis alreadyin your cgi-bin  directoryashello.cgi

3.6. Running and debugging CGI programs

Whenwriting CGI programstherearemary problemswhich mayaffecttheir
execution.Sincethesewill notalwaysbe easilyunderstoody examiningtheweb
browseroutput,thereareotherwaysto checkhow your programis running:

1. First, checkthatyour programrunsby runningit from thecommandine. It maybe
thatyou've madea syntaxerror, or thatyour programhasthewrongpermissions

2. Secondtry openingit in abrowser If your programrunson thecommandine but
doesnot outputcontentto the browser you may have forgottento print outthe
Content-type: text/html  headeror forgottento leave ablankline between
theheademandthe body, or mayhave madeanerrorin your HTML output.

3. Thirdly, checkthewebsener’slog files. Wherethesearewill vary from systemto
systemOn our systemthey’rein /var/log/apache , andyou cancheckthem
usingcat, less, tail, or any othertool of your choice.If youdon't know whatthese
commandslo, checktheir manualpagedy typing man cat, man less, etc.

27



Chapter 3. Generating web pages with Perl

3.6.1.

Exercises

1. Look atthe outputof thehello.cgi scriptby pointingawebbrowser(suchas
Netscapepthttp:/  host name/~train  XX/cgi-b in/h ello. cgi (replace
host name with thehostnamer IP addres®f thetrainingsener, and XX with
your number)

2. Modify hello.cgi  to setavariable$name andincludethatnamein the greeting.
(Don't forgetto use strict; )

3. Runyour modifiedhello.cgi from thecommandine to ensurehatit runs.

4. PresgheReload buttonin your browserto seeif your modificationsworked
correctly

3.7. Quoting made easy

3.7.1.

28

It canbeannging to outputHTML usingdoublequotes.You mayfind yourselfdoing
thingslik e this:

print  "<img src=\"$img\" alt=\"$alttext\">\n";
print  "<a href=\"$url\">A hypertext link</a>\n";

Escapingall thosequoteswith backslashesangettediousandunreadableluckily,
therearea coupleof waysaroundit.

Here documents

“Here” documentsllow you to print everythinguntil a certainmarker is found:

print <<"END";
<img src="$img"  alt="$alttext">
<a href="$url">A hypertext link</a>



3.7.2.

Chapter 3. Generating web pages with Perl

END

You canspecifywhatendmarker youwantonin theprint  statement.

Thefactthatthemarkeris in doublequotesmeanghatthe materialup until theend
markeris foundwill undego interpolationin the sameway asary double-quoted
string.If you usesinglequotesijt’ Il actlike a single-quotedtring,andno interpolation
will occut

If youusebackticks,it will executeeachline via theshell.

Theendmarker mustbeonaline by itself, atthevery startof theline. Note alsothat
theprint statemenhasasemi-colonontheend.

Pick your own quotes

Anotherway of avoiding excessve backslashem your codeis to usetheqq() orq()
operators/functions.

Thesequotesarecoveredon page4l of the Camelbook.

print  gq(<img src="$img"  alt="%alttext">\n);
print  gq(<a href="$url">A hypertext link</a>\n);

Like thematchingandsubstitutionoperatorsn// ands/// , thequotingoperatorsan
usejustaboutary characteasadelimiter:

print  qq(<a href="$url">A hypertext link</a>\n);
print  qqgl<a href="$url">A hypertext link</a>\nl;
print  qgq[<a href="$url">A hypertext link</a>\n];
print  qg#<a href="$url">A hypertext link</a>\n#;

If theopeningdelimiteris a braclettype characterthe closingdelimiterwill bethe
matchingbraclet.

Alwayschoosea delimiterthatisn't likely to befoundin your quotedtext. A slash,
while commonin non-HTML usesof thefunction,is notvery usefulfor quoting
arything containingHTML closingtagslike </p> .
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3.7.3. Exercises

Thefollowing exercisegracticeusingCGl to outputdifferentPerldatatypes(as
taughtin Introductionto Perl) suchasarraysandhashesYou mayuseplain double
guotes,‘here” documentsor the quotingoperatorsasyou seefit.

1. Write a CGI programwhich createsanarraythenoutputstheitemsin an
unorderedist (HTML's<ul> element)usingaforeachloop. If you needhelpwith
HTML, theresacheatsheetin AppendixD.

2. Modify your programto print outthekeys andvaluesin ahash ik e this:
- Nameis Fred
- Sexismale
- Favouritecolouris blue
3. Changeyour CGI programsothatyou outputa tableinsteadof anunorderedist,

with thekeysin onecolumnandthevaluesin anotherAn exampleof how this
couldbedoneis in cgi-bin/hashtable.cgi

3.8. Environment variables
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In Perl,thereis a specialvariablecalled%ENWvhich containsall the ervironment
variableswhich areset.

Whenawebsenerrunsa CGIl program certainervironmentvariablesaresetto
provide informationaboutthe web sener, therequesmadeby theuseragentandother
pertinentinformation.

Examplesof ervironmentvariablesavailableto your CGI scriptinclude
HTTP_USER_ASENT which describeshe useragentor browserusedto make the
requestandHTTP_REFERERwhichindicateshereferringpage(if arny).
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3.8.1. Exercises

1. Modify yourtable-printingscriptfrom the previousexerciseto print outthe hash
%ENV

2. TheHTTP_USER_AGEN@&nvironmentvariablecontainghetypeof browserusedto
requesthe CGl script.

« Write a scriptwhich printsout the useragentstringfor the requestingorowser

- Takealook atwhatvariousbrowsersreportthemselesas-- try Netscape,
InternetExplorer or Lynx from the Unix commandine. You will notethat
Microsoft browserspurportto be "Mozilla compatible'(i.e. compatiblewith
Netscape).

« Usearegularexpressiorto determinevhena certainbrowser(for instance,
Microsoft InternetExplorer)is beingused,andoutputa messagé¢o theuser

3. TheHTTP_REFERERYyes, it’ s speltincorrectlyin the protocoldefinition)
environmentvariablecontainsghe URL of the pagefrom which the userfolloweda
link to your CGI program.If you call upyour CGI programby typing its URL
straightinto the browser the HTTP_REFERERvill beanemptystring.Createan
HTML pagethatpointsto your CGI programandseewhatthe REFERER
environmentvariablesays.

3.9. Chapter summary

- CGl scriptsareprogramsnrittenin Perlor arny otherlanguagehatoutputweb
contentsuchasHTML pages

« CGl scriptsmustoutputa Content-typeneadeianda blankline beforeanything else
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- Dehluggingtechniquedor CGlI:
« Runthescriptfrom thecommandine
« Try openingit in the browser
. Checkthelogs

« Varioustechniquesreavailablefor quotingtext, including"here"documentsand
Perlquotingfunctionssuchasqq() .

- The%EN\specialvariablecanbeusedto accesnvironmentvariablesvia CGlI
scripts,includingsuchvariablesasHTTP_USER_ASENT andHTTP_REFERER
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4.1. In this chapter ...

CGlI programsareoftenusedto acceptandprocessdatafrom HTML forms.In this
sectionwe take aquick look atHTML formsandusethe CGl moduleto parseform
data.

4.2. A quick look at HTML forms

To beableto useCGl to acceptuserinput, you will probablyneedto understand
HTML forms.TheresanHTML cheat-shedah AppendixD of thesenotes but heresa
brief run-davn of the majorpartsof HTML forms:

4.3. The FORM element

The FORMelementis a block level element thatmeanghatthe browserwill presenit
onanew line, likeit doeswith headingsandparagraphs.

The FORMelements attributesinclude:

Table 4-1. FORM element attributes

Attrib ute Example Description
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Attrib ute

Example

Description

METHOD

METHOD="POST"

TheHTTP methodto useto
sendtheform’s contents
backto thewebsener. It carn
bePOST or GET -- the
differences are
explained the the
HTTP cheat sheet
appendix.

ACTION

ACTION="../cgi-
bin/myscript.cgi”

Therelative or absolute
URL of the CGI program
whichis to procesghe
form’s data

N

Otherattributesexist, but will notbeusedin this course.

4.4. Input fields

Someof theinputfieldsyou canusein yourform include:

4.4.1. TEXT

A text inputfield <INPUT TYPE="TEXT" NAME="email_address">

4.4.2. CHECKBOX

Createsayes/nocheckbox SayingCHECKEDvill make it checled by default.

<INPUT TYPE="CHECKBOX"NAME="send_email"

CHECKED>
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4.4.3. SELECT

Createsadrop-davn list of items.SayingSELECT MULTIPLE will allow for multiple
choicesto bemade.

<SELECT NAME="hobbies">
<OPTION VALUE="philately">Philately</OPT ION>
<OPTION VALUE="gardening">Gardening</OPT ION>
<OPTION VALUE="programming">Programming<  /OPTI ON>
<OPTION VALUE="cookery">Cookery</OPTION>
<OPTION VALUE="reading">Reading</OPTION>
<OPTION VALUE="bushwalking">Bushwalking< /OPTI ON>
</SELECT>

4.4.4. SUBMIT

Createsa buttonwhich, whenpressedwill submittheform.

<INPUT TYPE="SUBMIT" VALUE="Press me!">

4.5. The CA module

4.5.1. What is a module?

A moduleis a collectionof usefulfunctionswhich you canusein your programsThey
arewritten by Perlpeopleworldwide,anddistributedmostly throughCFAN, the
Comprehensie Perl Archive Network.

Perlmodulessave you heapsof time - by usingamodule,you save yourselffrom
"reinventingthewheel".PerImodulesalsotendto sase you from makingsilly mistales
againandagainwhile youtry to figureout how to do agiventask.
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4.5.2.

4.5.3.
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Onecommon(but fiddly) taskin CGI programmings takingthe parametergivenin
anHTML form andturningtheminto variableshatyou canuse.

Theparameterfrom anHTML form areencodedn this "percent-encodedbrmat:
name=Kirrily&company=Netizen%20Pty .%20L td.

If youusethe POSTmethod theseparameterarepassedia STDIN to the CGlI script,
whereasGET passeshemvia the ervironmentvariableQUERY_STRINGThis means
thataswell assimply parsingthe charactestring,you needto know whereto look for
it aswell.

Theeasiestvay to parsethis parametetine is to useCGI module.

Althoughit is partof the currentPerldistribution, the CGI moduleis notdocumentedn
the Camelbook.Insteadtypeperldoc CGI to readaboutit.

Using the C@ module

To usethe CGI module,simply putthe statementise CGlI; atthetop of your script,
thus:

#l/usr/bin/perl -W

use strict;
use CGil;

Accepting parameter s with CG

To acceptform parameterito our CGl scriptasvariableswe cansaythatwe
specificallywantto usetheparams partof the CGl module:

#!/usr/bin/perl -W

use strict;
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use CGI ’'param’;

This providesuswith anew subroutineparam , which we canuseto extractthevalue
of theHTML form’sfields.

#!/usr/bin/perl -W

use strict;
use CGI ’'param’;

my $name = param(’name’);
print  "Content-type: text/htmi\n\n";
print  "Hello, $name!”;

Debugging with the CA module’ s offline mode

Whenyou run a CGl scriptfrom thecommandine, you will seea promptlik e this:

(offline mode: enter name=value pairs on standard input)

This allowsyouto enterparameterg theform name=value for testinganddehugging
purposesUseCTRL-D (the Unix end-of-filecharacter}o indicatethatyou are
finished.

(offline mode: enter name=value pairs on standard input)
name=fred

age=40

"D

Exercises

1. Write a simpleform to asktheuserfor theirname.Typein theabove scriptandsee
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if it works.

2. Add somefieldsto your form, includinga checkboxanda drop down menu,and
print out their values Whatarethedefault true/falsevaluesfor a checkbox?

3. Whathappensf you usethe SELECT MULTIPLE form functionality?Try
assigninghatfield’s parameterfrom it to anarrayinsteadof a scalar andyou will
seethatthe datais handledsmoothlyby the CGI module.Printthemoutusinga
foreach loop,asin earlierexercises.

4.6. Practical Exercise: Data validation

Your trainerwill now demonstratanddiscusghe useof CGlI for validationof data
enterednto awebform. An exampleform isin yourpublic_html  directoryas
validate.html andthevalidationCGl scriptis availablein yourcgi-bin  directory
asvalidate.cqgi

#!/usr/bin/perl -W

use strict;
use CGI ’'param’;

print  "Content-type: text/htmi\n\n";

my @errors;

push (@errors, "Year must be numeric') if param(year’) =~ N\DI/,
push (@er-

rors, "You must fill in your name") if param(’name’) eq "
push (@errors, "URL must be-

gin with http://") if param(url’) I~ m!“http://;

if (@errors) {
print  "<h2>Errors</h2>\n";
print  "<ul>\n";
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foreach (@errors) {
print  "<li>$ \n";

}
print  "</ul>\n";
} else {
print  "<p>Congratulations, no errors!</p>\n";

}

4.6.1. Exercises

1. Openthe form for the validationprogramin your browser Try submittingtheform
with variousinputs.

4.7. Practical Exercise: Multi-f orm "Wizar d"
Interface

Your trainerwill now demonstratanddiscusshow you canusewhatyou've justlearnt
to createa multi-form "wizard" interface,wherevaluesarerememberedrom oneform
to thenext andpassedisinghiddenfields.

<INPUT TYPE="HIDDEN" VALUE="..." NAME="...">

Sourcecodefor this exampleis availablein yourcgi-bin  directoryaswizard.cgi

First, we print someheaderandpick up the "step”parameteto seewhatstepof the
wizardinterfacewe’re up to. We have four subroutinesnamedstepl throughstep4 ,
which do theactualwork for eachstep.

#!/usr/bin/perl -W

use strict;
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use CGI ’'param’;

print <<"END";

Content-type: text/html

<html>

<body>

<hl>Wizard interface</h1>

END

my $step = param('step’) | 0

stepl() unless $step;

step2() if S$step == 2;
step3() if $step == 3;
step4() if S$step == 4;

print <<"END";
</body>

</html>

END

HerearethesubroutinesThefirst oneis fairly straightforvard,just printing outa form:

#
# Step 1 -- Name
#
sub stepl {
print  qq(
<h2>Step 1. Name</h2>
<p>
What is your name?
</p>
<form method="POST" action="wizard.cgi">
<input type="hidden" name="step" value="2">
<input type="text" name="name">

<input type="submit">
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</form>

}

Steps2 through4 requireusto pick up the CGI parameters$or eachfield that's been
filled in sofar, andprint themout againashiddenfields:

#
# Step 2 -- Quest
#
sub step2 {
my $name = param('name’);
print  qq(
<h2>Step 2: Quest</h2>
<p>
What is your quest?
</p>
<form method="POST" action="wizard.cgi">
<input type="hidden" name="step" value="3">
<input type="hidden" name="name" value="$name">
<input type="text" name="quest">
<input type="submit">
</form>
)i
}
#
# Step 3 -- favourite colour
#
sub step3 {
my $name = param('name’);
my $quest = param('quest’);
print  qq(
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<h2>Step 3: Silly  Question</h2>

<p>

What is the airspeed velocity of an un-
laden swallow?

</p>

<form method="POST" action="wizard.cgi">

<input type="hidden" name="step" value="4">
<input type="hidden" name="name" value="$name">
<input type="hidden" name="quest" value="$quest">
<input type="text" name="swallow">

<input type="submit">

</form>

}

Step4 simply printsout the valuesthatthe userenteredn the previous steps:

#
# Step 4 -- finish up
#
sub stepd4 {
my $name = param('name’);
my $quest = param('quest’);
my $swallow = param('swallow’);
print  qq(
<h2>Step 4: Donel</h2>
<p>
Thank you!
</p>
<p>
Your name is $name. Your quest is $quest. The airspeed
velocity of an unladen swallow is $swallow.
</p>
);
}
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4.7.1. Exercises

1. Add anotherquestionto thewizard.cgi  script.

4.8. Practical Exercise: File upload

CGI canalsobeusedto allow usergto uploadfiles. Your trainerwill demonstratand
discusghis. Sourcecodefor this exampleis availablein your cgi-bin  directoryas
upload.cgi

First off, you needto specifyanencodingtypein your form elementThe attributeto
setis ENCTYPE="multipart/form-data"

<html>

<head>

<title>Upload a file</title>
</head>

<body>

<hl>Upload a file</h1>

Please choose a file to upload:

<form action="upload.cgi" method="POST" enctype="multipart/form-
data">

<input type="file" name="filename">

<input type="submit" value="OK">

</form>

</body>

</html>

CGI handledile uploadsquite easily Justuseparam() asusual.Thevaluereturneds
special-- in ascalarcontext, it givesyou thefilenameof thefile uploadedput you can
alsouseit in afilehandle.
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#!/usr/bin/perl -W

use strict;
use CGI ’'param’;

my $filename = param(filename’);

my $outfile = "outputfile";

print  "Content-type: text/htmi\n\n";

# There will probably be permission problems with this open

# statement unless you're running under cgiwrap, or your

# is setuid, or S$outfile is world writable. But let's not worry

# about that for now.
open (OUTFILE, ">$outfile") || die "Can't open output file:

# This bit is taken straight from the CGIl.pm documentation

# you could also just wuse "while (<$filename>)" if you wanted

my ($buffer, $bytesread);
while  ($bytesread=read($filename,$buffe r,102 4)) {
print  OUTFILE $buffer;

}

close OUTFILE || die "Can't close OUTFILE: $!';
print  "<p>Uploaded file and saved as $outfile</p>\n";

print  "</body></html>";
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4.9. Chapter summary

- TheCGI modulecanbeusedto parsedatafrom HTML forms

« Its mostcommonuseis parameteparsing;otherfunctionsarealsoavailable
- Touseit, typeuse CGI 'param’; atthetop of your script

« Obtaineachitem of datausingthe param() function

« CGI canbeusedto implementwebapplicationsof any compleity, includingdata
validation,multi-form wizards file upload,andmore
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5.1. In this chapter...

In this sectionwe examinesomesecurityissuesarisingfrom the useof CGlI scripts,
includingauthenticatiorandaccesgontrol,andtherisk of tainteddataandhow to
avoid it.

5.2. Authentication and access contr ol for CGI
scripts

5.2.1.

A commonquestionaskedby new CGI programmerss "How do | protectmy website
with a CGl script?"Therearevariouswaysto useCGI programgo askfor usernames
andpasswrdsandperformauthenticationbut in factthe bestway to perform
authenticatiormandaccessontrolcomeswith your webseneranddoesnt requireary
programmingatall.

Thereasorthatpassverd protectionis oftenconnectedvith CGI programss that CGl
programsaremorelik ely to interactwith theweb sener’s underlyingfile system,
baclenddatabasesr otherthingswhich needto bekeptsecureMany programmers
assumehatbecaus€ Gl canbe usedfor passverd protection,it is theright choicefor
thejob. Thisis notnecessarilyrue.

Oneof the bestwaysto passverd protectweb pagess by usingthewebsener’'s own
authenticatiormandaccessontrolmechanismsSincewe’re usingthe Apacheweb
sener, we’'ll look athow to doit with that.

Why is CGl authentication a bad idea?

Authentication(i.e. usernameandpassverd checking)is hardto do correctlyin CGI.
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5.2.2.

48

Somecommonpitfallsinclude:

- Usernamendpassverd stringsaresentasparametergn a GET query andendupin
theURL (eg
http://example.com/my.cgi?userna me=fr ed&passwor d=sec ret ). These
detailscanthenendup in peoples’bookmarkfiles, othersites’refererlogs,andso
on.

- Sometimesisernamendpassvord detailsarepassedackandforth using
"cookies".Many userschooseo have cookiesdisableddueto privacy concernsand
thewebsitewill thereforebe unusableo them.No suchproblemexistswith HTTP
authenticatiorvia thewebsener

Ontheotherhand,the maindisadwantageof HTTP authentications thatthe
authenticatioiokensremainactive until the usershutstheir browserdown. This canbe
aproblemin public computedabsandotherlocationswhereusersmay sharePCs.

HTTP authentication

If awebpageor CGl scriptrequiresausernamendpassverdto view it, the HTTP
corversatiorbetweerthe clientandthe sener goeslik e this:

1. Theuserspecifiesa URL

2. Theuseragentconnectgo port80 of theHTTP sener
3. TheuseragentsendsarequessuchasGET /index.html
4. Theuseragentmayalsosendotherheaders

5. TheHTTP senerrealiseghatauthenticatiormustbe performed{usually by
looking up configuratiorfiles}

6. TheHTTP senerreturnsa statuscode401, meaning'Unauthorized"andalsoa
headesayingWww-Authenticate:  andthe nameof theauthenticatiordomain,
for instance'Acme WidgetCo. Staf". Thisusuallyappearsn the browsersdialog
box as"Pleaseprovide a usernamandpassverd for AcmeWidgetCo. Staf".
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7. Thebrowserpresentsa dialogbox or othermeansy which the usercanentertheir
usernamandpassverd, which theuserfills in thenclicks "OK"

8. Thebrowsersendsa new requestthis time includinganextra headeisaying
Authorization: andtheappropriatecredentials

9.If theHTTP senerfindsthatthe credentialsarevalid, it senddacktheresource
requeste@dndcloseshe connection

10. Otherwisejt sendsackanotheresponsavith statuscode401 (andprobablya
body containinganerrormessage)which the useragentshouldrecogniseas
meaningthatthe authenticatiorfailed,anddisplaythe body:.

5.2.3. Access contr ol

Theway accesgontrolis handledvariesfrom onewebsenerto anotherlf yourweb
seneris not Apacheyouwill needto contactyourwebseneradministratoior readthe
documentatiornt camewith, asonly Apacheis coveredin this course.

ApacheimplementdHTTP authenticatiorwith theuseof a passverd file andeither
sener configurationsr a.htaccess file in thewebdirectory which containssener
configurationdirectives.Our sener hasbeensetup to allow you to usethe .htaccess
file.

A passwordfile hasalreadybeensetup for youruse.lt’s
/etc/apache/training.passwd andusesthe sameusernameandpassvordsas
your login accountsYou canlook atit by typing cat

/etc/apache/training.passwd

To usethis passverdfile, createafile in your public_html  directorycalled
.htaccess , containingthefollowing text:

AuthType Basic

AuthName "Secret  stuff"

AuthUserFile /etc/apache/training.passwd
require  valid-user
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This authenticatiowill applyto thedirectoryin whichthe .htaccess file is placed
andary subdirectories.

5.2.4. Exercises

1. Createa .htaccess file in yourpublic_html  directory asabove

2. Useyourwebbrowserto requesbneof your HTML files or CGlI scripts,and
obsene theauthenticatiorprocess

3. Why would it beabadideato putthe passverdfile in thesamedirectoryasthe
webpagesor CGI scripts?

5.3. Tainted data
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Sometimeyouwill wantto write a CGI scriptwhich interactswith the system.This
canresultin majorsecurityrisksif thecommandsxecutedon the systemarebasecn
userinput. Considerthe exampleof afingerprogramwhich askedthe userwho they
wantedto finger.

#!/usr/bin/perl -W
use strict;

print  "Who do you want to finger?

my $username = <STDIN>;

print  ‘finger $username’; # backticks used to exe-
cute shell command

Imagineif theusersinputhadbeenskud; cat /etc/passwd |, or worseyet, skud;
rm -rf / Thesystemwould performbothcommandsasthoughthey hadbeenentered
into the shelloneafterthe other
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Luckily, Perl's-T flagcanbeusedto checkfor unsafeuserinputs.

#!/usr/bin/perl -wWT
Documentatioror this canbefoundby runningperldoc perlsec sectionof theonline
documentationgr on page356 of the Camel.

-T standdor "taint checking".Datainputby the user eithervia thecommandine or
anHTML form, is consideredtainted”,anduntil it hasbeenmodifiedby the script,
may not be usedto performshellcommand®r systeminteractionof any kind.

Theonly thing thatwill cleartaintingis referencingsubstringgrom a regexp match.
perldoc perlsec containsa simpleexampleof how to dothis, about7 pagesdown.
Readit now, anduseit to completethe following exercises.

Notethatyou’ll alsohave to explicitly set$SENV{PATH’} to somethingsafe(like
/bin ) aswell.

5.3.1. Exercises

1. TheHTML file finger.html asksthe userfor anaccountnameaboutwhichto
obtaininformation{using the Unix systemsfinger ~command}.It callsthe CGI
scriptcgi-bin/finger.cgi which usegaint checking.

2. Why is thedatainput by the usertainted?

3.Add a-T flagto theshebandine of finger.cgi sothatthe scriptperformstaint
checking

4. Try re-submittingtheform - it shouldfail

5. To untaintthe data,you needto cleanup any unwantedcharacterssesomecode
similarto thatin perldoc perlsec to remove anything otherthanalphanumeric
characteraindassignthevalid partof the userinputto anew variable.
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5.4. cgiwrap

Many large sites,suchaslSPsandeducationainstitutions,requireusersto run their
CGl scriptsusinga programcalledcgiwr ap. This programcauseshe CGl scriptto
executeasif beingrun by the owner, insteadof thewebsener'suserlD. Whatthis
meangds thatthe scriptwill have permissiorto readandwrite the usersfiles, andwill
notbeableto causeary damageon the systemthatthe usercouldnotcause.

5.5. Secure HTTP

Anothersomevhatrelatedtopicis secureHTTP, whichusesheHTTPSprotocolto
openasecureconnectiormndencryptsall databetweentheweb clientandsener. This
is oftenusedto make online creditcardtransactiongnoresecure.

CGl scriptscanberun on a securesener exactly asthey would run on any othersener.

5.6. Chapter summary
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HTTP authenticatiortanbe usedto passverd protectwebpages

The ApachewebsenerimplementdHTTP authenticationThis canbe configured
via a.htaccess file

Thereis a securityrisk from tainteddata--- dataenteredoy a userwhichis usedfor
subsequergysteminteraction

Perlhasbuilt-in checkingfor tainteddata,which canbeturnedon my usingthe-T
commandine switch

Datacanbe untaintedoy referencinga substringn amatch,asshown in perldoc
per|sec.

Somewebsenersusecgiwrap to run CGI scriptsundertheir owner’s useriD.
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« SecureHTTP canbeusedto provide anencryptedchannelof communication
betweerthewebclientandsener.
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Chapter 6. Other related Perl modules

6.1. In this chapter...

In this sectionwe arebriefly introducedo Perlmoduleswhich maybe usefulto usin
developingCGl applicationsjncludingmodulesfor failing gracefully encodingand
decodingURLS, andfilling in templates.

6.2. Useful Perl modules

Thereareseveralcommonproblemsfacedby CGI programmerstailing gracefully
creatingvalid URLs from ary text, usingatemplateto insertvariablesnto HTML,
sendingemailbasedon CGl parametersgt cetera Sincetheseproblemsareso
common peoplehave written modulesto solve them. This sectionexplainssomeof the
mostusefulmodulesto sare you from having to re-inventthe wheel.

Eachof thesemodulescanbe dowvnloadedrom CPAN (the Comprehensie Perl
Archive Network) (http://www.perl.com/CRN) andinstalledeitherusingthe CPAN
moduledistributedwith Perl,or by following the stepsdescribedn the READMEile
distributedwith eachmodule.

6.3. Failing gracefull y with C4A : : Car p

Theerrorsgivenin thewebsener’s errorlogsarenot alwayseasyto readand
understandTo malke life easieywe canusea PerlmodulecalledCGl::Carp to add
timestampsndotherhandyinformationto thelogs.

use CGl::Carp;
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We canalsomalke our errorsgo to aseparatéog, by usingthecarpout partof the
module.Thisneedgo bedoneinsidea BEGIN block in orderto catchcompilererrors
aswell asoneswhich occurattheinterpretatiorstage.

BEGIN {
use CGl::Carp qgw(carpout);
open(LOG, ">>cgi-logs/mycgi-log") Il
die("Unable to open mycgi-log: $N\n");
carpout(LOG);
}

Lastly, we cancauseary fatalerrorsto have their errormessageanddiagnostic
informationoutputdirectly to the browser:

use CGl::Carp ’fatalsToBrowser’

You mayalsolik e to look atthe equivalentmodulefor non-CGlscripts,thebasicCarp
module,whichis documentean page385of your Camelbook.

6.3.1. Exercise

1. UsetheCGlI::Carp modulein oneof your scripts

2. Deliberatelycausea syntaxerror, for instanceby removing a semi-colonor quote
mark,or insertingadie ("Argh!"); statementandseewhathappens

6.4. Encoding URIs with URI : : Escape

Sometimesve wantto outputanchortags<A HREF="..."> referringto anotherCGl
script,andpassparameteralongwith it, thus:

<A HREF="lookup.cgi?titte=Programm ing Perl&publisher=0'Reilly">
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O'Reilly’s Programming Perl
</A>

However, spacesandapostrophearent allowedin URIs, sowe have to encodeghem
into the"percent-encodeddrmat. This formatreplacesnostnon-alphanumeric
charactersvith two hexadecimaligits. For instancea spacebecome$s20andatilde
becomeso7E

ThePerlmodulewe useto encodeJRIsin thismannelis URI::Escape . Its
documentatiors availableby typing perldoc URI::Escape.

Useit asfollows:

#!/usr/bin/perl -W

use strict;
use URI::Escape;

my $book_lookup =

"lookup.cgi?title=Programming Perl&publisher=0’Reilly";
my $encoded url = uri_escape($address);
my $original_url = uri_unescape($encoded_url);

6.4.1. Exercise

1. Try outtheabove scriptcgi-bin/escape.cgi you’ll needto print outthevalues
of $encoded_url  andSoriginal_url

6.5. Creating templates with Text:: Tenpl ate

By this stagein thedayyou have probablyspenta greatdealof time outputtingHTML
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6.5.1.
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eithervia alonglist of print  statementsr by usinga "heredocument'or other
shortcut.Whatif youwantedto have atemplateHTML outputfile which wasfilled in
with theappropriatevariables?

Luckily, thereis a Perlmoduleto dothis, calledText:: Template . Unluckily, it usesa
conceptwe haven't coveredyet, but which we will now explain.

Text:: Template is differentto the othermoduleswe have usedsofartoday in thatit
is anobject oriented module.ObjectorientedPerlmodulescanbevery powerful, but
requiresomebackgroundknowledgeto understandhow they work.

Intr oduction to object oriented modules

Beforeembarkingon this task,we needto have anunderstandingf how Perl’s
object-orienteadnoduleswork. Not all modulesareobjectoriented(URI::Escape , for
example,is not), andsomecanbe usedeitherway (CGl is oneof these) but some
requireusto work with themin this way.

Readperldoc CGI if youwantto know all aboutthe OO interfaceto the CGI module,
which providesmary additionalfeatures.

A softwareobiject,lik e areal-life object,hasattributes(thingsthatdescribethe object)
andmethodgqthingsyou cando with, or to, the object).Considerthereal-life example
of acup:

Table 6-1. Attributes and M ethods of a cup

Object Attrib utes Methods




6.5.2.
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« contentqwater
coffee, etc)

. fullness

Object Attrib utes Methods
Cup « colour + drink fromit
« handle(doesit have . fill itup
one?)
« smasht

Notethatwhenyou smasha cup,you arent smashinghe genericclassof cups,but
rathera specificinstance- this cup,not"cupsin general".Thisis whatwe call an
instance of a class -- remembethat,aswe’ll useit later.

Using the Text: : Tenpl at e module

Like thecup,ourtext templatehasattributesandmethods.

Table 6-2. Attributes and Methods of Text : : Tenpl at e

Text::Template

- TYPE - the type of

template it is, eg a

file, a string  you

created earlier, etc
+ SOURCE- the
filehandle or
variable name in
which the template
can be found

« fill_in() - il
in the template

Beforewe canactuallyusetheseattributesandmethodsn arny usefulway, we have to
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createa new instanceof theclass.Thisis the sameashow we needed specificcup,
ratherthanthe generaklassof cups.

# using the class in general
use Text::Template;

# instantiating the class and setting some at-

tributes for the new instance

my $let-

ter = new Text:Template{TYPE’ => 'FILE’, 'SOURCE’ => ’let-
ter.tmpl’};

We canthenperforma methodonit, thus:
my $finished_letter = S$letter->fill_in();

Thiswill fill in any variablesfoundin thetemplatefile.

6.5.3. Exercise

1. Typeperldoc Text:: Template andlook atthe documentatiorfor this module
2. cgi-bin/letter.cgi implementghe exampleabove. Examinethe sourcecode.

3. Make somechangedo thelettertemplateandseeif they work.

6.6. Sending email with Mail :: Mai | er
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TheMail::Mailer modulecanbeusedto sendemailfrom a CGl script(or, for that
matter ary script).Like Text:Template it is anObjectOrientedmodule.The
objectit createss a "mailer” object,which canbe openedandthenprintedto asif it
wereafilehandle.
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#!/usr/bin/perl -W

use strict;
use Mail::Mailer;

my $mailer = new Mail::Maliler;

# the open() method takes a hash refer-

ence with keys which are mail

# header names and values which are the val-

ues of those mail headers

$mailer->open( {

From => 'fred@example.com’,
To => ‘barney@example.com’,
Subject => 'Web form submission’

P

# we can print to $mailer just as we would print to STD-
OUT or any

# other file handle...

print ~ $mailer qq(
Dear Barney,

Here is a form submission from your website:

Name: $name
Email: $email
Comments: $comments
Love, Fred.

);

$mailer->close();
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You canalsoopena pipeto sendmail directly, but doingthis correctlycanbedifficult.
Thisis why we recommendMail::Mailer to avoid re-inventingthewheel.

6.6.1. Exercises

1. CreateanHTML form with fieldsfor name emailandcomment

2. Usetheabove script(cgi-bin/mail.cgi ) to mail theresultsof the scriptto
yourself.Youwill needto editit to work fully:

« UseCGl.pmto pick upthe parameters
- Changethe emailaddresdo your own address

- Printouta"thankyou" pageoncetheform hasbeensubmitted-- don't forget
the Content-typéheader

6.7. Chapter Summary
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- TheCGl::Carp modulecanbeusedto help CGI programdail gracefully

- TheURI:Escape modulecanbeusedto encodeanddecodeoercent-encoded

URLs

« TheText: Template modulecanbeusedto easilyfill in text templatesincluding

HTML templates.

« TheMail::Mailer modulecanbeusedto sendemailbasedntheinformation

enteredn anHTML form

« All thesemodulescanbe downloadedirom CFAN, the Comprehensie PerlArchive

Network
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7.1. What you’ve learnt

Now you've completed\etizens CGIl Programmingn Perlmodule,you shouldbe
confidentin your knowledgeof the following fields:

WhatCGlis

How the Hypertext TransferProtocol(HTTP) allows webuseragentgbrowsers)to
communicatevith websenersandretreve documents

How to performHTTP requestdy usingtelnet to connecto thewebsener
How to generatesimpleweb pagesusingPerl
How to acces®rnvironmentvariablesfrom CGI scripts

Variousmethodsof quotingtext, including"here"documentandtheqq() type
functions

How to procesglatafrom HTML formsusingthe CGI module

How to usethe CGI modulefor applicationssuchasdatavalidation,simple"wizard"
interfacesandfile uploads

Securityissuegelatedto CGI programmingjncludingauthenticatiorandaccess
control,dealingwith tainteddata,securevebseners,etc.

Theuseof variousPerlmodulesrelatedto CGI programmingincluding CGl::Carp,
URI::EscapeText:: Template andMail::Mailer

A basicunderstandingf objectorientedPerlmodules
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7.2. Where to now?

To furtherextendyour knowledgeof Perl,you maylik e to:

Borrow or purchasehebookslistedin our "FurtherReading"section(below)

Follow someof the URLSs giventhroughouthesecoursenotes especiallythe ones
marked"Readme”

Install Perlanda web sener suchasApacheon your homeor work computer
PracticeusingPerlfor CGI programmingon adaily basis

Joina PerlusergroupsuchasPerlMongers(http://www.pm.og/)
Extendyour knowledgewith further Netizencoursesuchas:

- Webenableddatabasewith PerlandDBI

Informationaboutthesecoursesanbefoundon Netizens website
(http://netizen.com.au/services/trainingX)diagramof Netizens coursesaandthe
careerghey canleadto is includedwith thesetraining materials.

7.3. Further reading

ThePerlhomepagéhttp://www.perl.com/)
ThePerlJournal(http://www.tpj.com/)
Perlmonth(http://www.perlmonth.com/fonlinejournal)

PerlMongersPerlusergroups(http://www.pm.og/)



Appendix A. Unix cheat sheet

A brief run-dowvn for thosewhoseUnix skills arerusty:

Table A-1. Simple Unix commands

Action Command
Changeto homedirectory cd

Changdodi rectory cddirectory
Changeo directoryabove current cd ..

directory

Shaw currentdirectory pwd
Directorylisting Is

Wide directorylisting, shaving hidden  |Is-al

files

Shawing file permissions Is-al

Making afile executable

chmod +xfi | enane

Printingalongfile ascreenfulatatime

morefi | enane or
filenanme

| ess

Gettinghelpfor comand

man command
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Appendix B. Editor cheat sheet

This summaryis laid out asfollows:

Table B-1. Layout of editor cheat sheets

Running Recommendedommandine for starting
it.

Using Reallybasichowto. Thisis notevenan
attemptat a detailedhowto.

Exiting How to quit.

Gotchas Odditiesto watchfor.

B.1. vi

B.1.1. Running

% vi filename

B.1.2. Using

i to enterinsertmode,thentypetext, pressESC to leave insertmode.

x to deletecharactebelow cursor

dd to deletethecurrentline

Cursorkeys shouldmove the cursorwhile not in insertmode.

If not,try hjkl , h =left,| =right,j =down,k =up.

67



Appendix B. Editor cheat sheet

B.1.3.

B.1.4.

B.1.5.
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« /,thenastring,thenENTER to searcHor text.
- :w thenENTER to save.

Exiting

Pres€ESC if necessaryo leave insertmode.
:q thenENTER to exit.

:q! ENTER to exit without saving.

« :wq to exit with save.

Gotc has

vi hasaninsertmodeanda commandmnode.Text entryonly worksin insertmode,and
cursormotiononly worksin commandmode.lf you getconfusedaboutwhatmodeyou
arein, pressingeSC twice is guaranteedo getyou backto commandnode(from
whereyou press to inserttext, etc).

Help

help  ENTER mightwork. If not,thenseethe manpage.
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B.2. pico

B.2.1. Running

% pico -w filename

B.2.2. Using

« Cursorkeys shouldwork to move the cursor
- Typeto inserttext underthe cursor

« Themenubarhas*X commanddisted. This meanshold down CTRL andpressthe
letterinvolved,eg CTRL-W to searcHor text.

« CTRL-Oto save.

B.2.3. Exiting

Follow themenubar, if you arein themidstof acommandUseCTRL-X from the
mainmenu.

B.2.4. Gotc has

Line wrapsareautomaticallyinsertedunlessthe-w flagis givenon thecommandine.
This oftencauseproblemswhenstringsarewrappedn the middle of codeandsimilar.
\\\hline
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B.2.5. Help

CTRL-G from themainmenu,or justreadthe menubar.

B.3. joe

B.3.1. Running

% joe filename

B.3.2. Using

« Cursorkeysto movethecursor
- Typeto inserttext underthe cursor
« CTRL-K thenSto save.

B.3.3. Exiting

« CTRL-C to exit withoutsave.
« CTRL-K thenX to sare andexit.

B.3.4. Gotc has

Nothingin particular
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B.3.5. Help
CTRL-K thenH.

B.4. jed

B.4.1. Running

% jed

B.4.2. Using

. Defaultsto theemacsmulationmode.

- Cursorkeysto move thecursor
- Typeto inserttext underthe cursor

« CTRL-X thenSto save.

B.4.3. Exiting
CTRL-X thenCTRL-C to exit.

B.4.4. Gotc has

Nothingin particular

Appendix B. Editor cheat sheet
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B.4.5. Help

- Readthemenubaratthetop.

« Press€ESC then? thenH from themainmenu.
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Appendix C. ASCII Pronunciation Guide

Table C-1. ASCI | Pronunciation Guide

Character Pronunciation

! bang,exlamation
* star asterisk

$ dollar

@ at

% percent

& ampersand

double-quote

single-quotetick

open/closédraclet, parentheses

lessthan

greaterthan

dashhyphen

dot

comma

slash forward-slash

backslashslosh

colon

semi-colon

equals

question-mark

caret(pron.carrot)

underscore
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Character Pronunciation
[ ] open/closesquarebraclet
{1} open/closeurly braclets,open/close

brace

pipe,or verticalbar

tilde (pron.*“til-duh”, wiggle, squiggle)

backtick




Appendix D. HTML Cheat Sheet

Thefollowing tableoutlinesafew HTML elementsvhich maybe usefulto you. For
moredetail or for informationaboutelementsvhich arenotlisted here,consultoneof

thereferencedisted below.

Table D-1. Basic HTML eements

Type of information Markup
Paragraph <P> .. </P>
Headinglevel 1 <H1>This is a level 1
heading</H1>
Headinglevel 2 <H2>This is a level 2
heading</H2>
Headinglevel 3 <H3>This is a level 3
heading</H3>
Headinglevel 4 <H4>This is a level 4
heading</H4>
Unorderedbulleted)list <UL> <LI>List item 1 <LI>List

item 2 <LI>List item 3 <LI>List

item 4 </UL>

Ordered(numbered)ist

<OL> <LI>List item 1 <LI>List
item 2 <LI>List item 3 <LI>List

item 4 </OL>
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Type of information Markup

Table <TABLE BORDER><TR> <-- "table
row" -- > <TH>Heading for column
1</TH> <TH>Heading for column
2</TH> <TH>Heading for column

3</TH> </TR> <TR> <-- 'table

row" -- > <TD>Data for row 1,
column 1</TD> <TD>Data for row
1, column 2</TD> <TD>Data for
row 1, column 3</TD> </TR> <TR>
<-- "table row" -- > <TD>Data
for row 2, column 1</TD>
<TD>Data for row 2, column
2</TD> <TD>Data for row 2,
column 3</TD> </TR> </TABLE>

Horizontalrule

<HR>

Anchortag (hypertext link)

<A
HREF="http://example.com/">Descript
text</A>

For moreinformation...

« HTMLhelp.org (http://htmlhelp.og/)

« TheWorld Wide Web Consortium(W3C) (http://w3.00/)

ive






